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AKTyaJIbHICTh TeMH.  3abe3neueHHs KkpunrorpadiyHoi  CTIMKOCTI
iHpOpMaIIHHUX CHCTEM Oe3MoCepeHbO 3ANCKHUTh BiJ SKOCTI KIFOUOBOTO MaTepiamy,
SIKUH BUKOPHUCTOBYETHLCS B allTOpUTMax mudpyBaHHs, MPOTOKOIaX aBTeHTU(DIKAINT Ta
MEXaHI3MaxX PO3MOJIUTy CeKpeTiB. ICHyroul pillieHHs, 30KpeMa CTaHAapTHI MporpaMHi
reHepaTopu ICEBJOBUIMAAKOBUX uHced 1 okpeMi amapaTHi RNG, Hepinko MaroTh
oOMexXeHHsI, TIOB’sI3aHl 3 SIKICTIO pealtizallii, CKJIAIHICTIO Balijaiii ¥ 4yTIUBICTIO 0
nerpanaiii GizuaHUX JKepen. Po3poOHUKK BUMYyIIEHI a00 MOKJIAIATUCS HAa «YOpHI
CKpUHBbKM» y BUDIAAl BOynmoBanux RNG, abo BuTpayatu 3HA4yHI 3yCWUIsS Ha
KOMIUIEKCHY TEPEBIPKY Ta KOMOIHYBaHHS KUIBKOX JI’KE€pPes BUIAJIKOBOCTI.

Y nmaniii poOOTI pO3MIAmacThcs 3ajada MABUINEHHS CTIMKOCTI KIIIOUiB
mudpyBaHHs HOUBIXOM PO3pOOKH crocoOy TeHepalli KIIYOBOTO Marepiaiy, sKUl
noeHye (GI3MYHY EHTPOIIIO anapaTHOro reHepaTropa ICTUHHO BUIIQJKOBUX YHUCEI 13
MaTeMaTHYHO OOTPYHTOBAHWM TEPETBOPEHHSIM 10 PO3MOMLTy ['ayca Ta MoaanbIIoro
KpunrorpadiyHoio miciasioopoOKoro.

00’exToM [ocCJimKeHHsI € Tporiecd (QOpMyBaHHS KPUNTOrPaIuHOTO
KIIOYOBOIO  Marepialy B iHQOpMaIllifHO-KOMYHIKAIlIMHUX  cUCTeMax 13
BUKOPHUCTAHHSM alapaTHUX Ta MPOTPaMHHUX T€HEPaTOPiB BUIMAAKOBUX YHUCEIL.

IIpeameToM JOC/iIKEHHST € CHOCOOM TIABUINEHHA CTIMKOCTI KIJIIOYiB
mudpyBaHHS 3a paxyHOK KOMOIHOBaHUX CIOCOOIB TeHepalii BUIAJKOBUX
MOCHIJOBHOCTEH, MIO0 MOEAHYIOTH (PI3UYHY EHTPOMiI0, HOPMAaJbHUI pPO3MOALT 1
Kpunrorpadiuny micasioOpoOKy, a TaKoXK METOJM CTATUCTHYHOT OI[IHKU SKOCTI TaKHX
MOCITIIOBHOCTEHA.

Meta poGotu: po3pobOka Ta OOrpyHTyBaHHS crmocoOy  reHeparii
Kpunrtorpad@iyHAX ~ KIIOYIB HAa  OCHOBI  HOPMAJIBHOTO  PO3MOMAUTY,  SIKHH,
BUKOPHUCTOBYIOUM amapaTHe JKEPesio ICTUHHO BMIAJKOBUX YHUCEN 1 Kpunrorpapiuny
nicnsi00poOKy, 3a0e3neuye MiABUILEHY CTaTUCTUYHY SKICTh 1 CTIMKICTh KIIFOUOBOTO

MaTepiaigy MOpIBHAHO 3 TUIIOBUMHU CIOCOOaMHU.



HaykoBa HoBu3HA. Brepmie 3anponoHoBaHO HOBHMM crnoci0 TreHepanii
KJIIOYOBOTO Matepiainy, SIKUd TPYHTYEThCS Ha po3nonini [ayca, BiApI3HAETbCS Bij
ICHYIOUMX TIOEJHAHHSAM amapaTHOro JDKEpena BUIAJIKOBOCTI 3 MaTeMaTUYHOIO
TpaHchopMalliero 10 HOPMAIFHOTO PO3MOJALTY Ta MOAAJBIIO KpHUNTOTpadidHOIO
micIsI00poOKOI0 1 KWW J103BOJISIE TEHEPYBAaTH KPUNTOTPa(iyHO CTiMKI BUITAIKOBI
MOCJTIJIOBHOCTI.

IIpakTuyHa HiHHICTL. 3anponoHOBaHUN CHOCIO MOXe OYTH BUKOPUCTAHUH SIK
OKpeMHii MOAYJh TeHepalii KIYOBOIO Marepialy B MpOrpamMHO-anapaTHUX
KOMIUIEKCAX 3axucTy 1HQopMaIlli, MPOTOKOJaX 3aXHIIEHOTO0 OOMIHYy JaHUMH Ta
BOyZqoBaHMX cucTeMax. Peamizamisi cmocoOy B cepenoBumii Linux Mmoo C 3
BUKOpucTaHHsIM amapatHoro RNG mporiecopa Ta craHgapTHUX KpunrorpadiuHux
010710TeK J03BOJISIE€ IHTETPYBATU HOTO B iICHYIOUY 1H(OPACTPYKTYpy 0€3 ICTOTHUX 3MiH
apxitektypu. [IpakTuuni pe3yapTaTH MOKa3ylTh, 110 NIPU KOPEKTHOMY HAJIAIITYBaHH1
Ta JOCTaTHIM MiHIMaJIbHIM EHTpOIli Ha BXOJl cmoci0 3abesneuye QopMyBaHHS
KITFOUOBHUX TOCHIIOBHOCTEH, 5Kl 32 CTATUCTUYHUMHU XapaKTEPUCTUKAMHU BIATOBITAIOTH
BUMOTaM Cy4YaCHUX KpUNTOTpaiuHUX CTaHAAPTIB, IO Ja€ 3MOTY MiJBHIIUTH
HAIWHICTh CHUCTEM Oe3MeKu 0e3 3HAYHOTO 30UIBIIEeHHS OO0YHCIIOBAILHUX BUTpAT.

Anpobauis po6oTn. OCHOBHI TOJIO)KEHHS Ta Pe3yJbTaTH JOCITIKEHHS Oyiu
npenacrapiieHi Ta oorosoproBasmcs Ha XVIII HaykoBO KoH(epeHIii MaricTpaHTiB Ta
acrmipanTiB  «llpuxmanna wmatemarnka Ta Komm'roTuHD» I[IMK-2025 dakynsreTy
npukiagHoi marematuku (Kuis, 20 nmucromaga 2025 p.).

My6aikauii. Pesynbratn nucepTaiii BUKIAJEHO B HAYKOBUX MpaIsiX, Y TOMY
YUCII:

- te3u 10 ponoBial Ha XVIII HaykoBo-mpakTHUHIA KOH(MEpEeHId MaricTpaHTiB
Ta acrmipanTiB [IMK-2025 dakynapTeTy OpUKIagHOT MaTeMaTHKHU 3a TEMOIO «AHam13
KJIIOY1B IIU(PPYBAHHS 3r€HEPOBAHUX HA OCHOBI HOPMAJIBHOTO PO3MOJILIY»

- CTarTa J0 HaykoBOoro, ¢axoBoro xypHany «BicHuk XMeIbHUIIBKOTO
HamioHasibkHOTO yHIBepcutery. Cepisi: TexHiuni Hayku», ToM 360 Ne6.2 (2025) 3a
TeMor0 «Croci0 miABUIICHHS HAAIMHOCTI KIItOUYiB MUGPYBaHHS HAa OCHOBI PO3MOJILTY

["ayca»



Ctpykrypa Ta 00car pob6oru. MaricTrepchka aucepTallisi CKIAAaeThes 3i
BCTYITy, YOTHPHOX PO3JILIIB Ta BUCHOBKIB.

Y 6cmyni OOIPYHTOBAaHO aKTyaJbHICTh TEMAaTHKH, CHOPMYIHOBAHO METY,
3aBJlaHHsA, OO’€KT 1 MpeaAMeT JOCHIIKEHHS, OKPECIEHO HAyKOBY HOBHU3HY Ta
NPaKTUYHY I[IHHICTh POOOTH.

Y  nepwomy pos30ini HaBENEHO OTJsI[ CyYacHUX CIOCOOIB  TeHeparlii
KpUNTOrpaiuHuX KIIOYiB, MPOAHATI30BaHO BJIACTHBOCTI amapaTHUX Ta MPOrPaMHUX
TEHEpaTopiB BUMAJAKOBUX YHUCEN, PO3MNITHYTO MOHATTS CTIMKOCTI KIIFOYOBOTO
Marepiany Ta TUNOB1 BekTopu atak Ha RNG.

Y opyeomy po3oini chopMyIpOBAaHO TEOPETUYHI 3acaad 3alpOIOHOBAHOTO
croco0y, OMUCAHO 3aCTOCYBaHHS HOPMAJbHOTO PO3NOIUTY B 3aJaul reHepallii KIIoYiB
Ta OOTPYHTOBAHO BHOIp MaTeMaTHYHUX 1 KpUNTOTpadiuHUX MPUMITHUBIB.

Y mpemwvomy po30ini BUKIaIeHO 0COOJIMBOCTI MPOrPaMHOi pealtizalii crnocooy,
BKJIFOUHO 3 OpPTaHI3alli€l0 JOCTYIY /0 anapaTHOTO JKEpesa eHTPOIlli, peani3alli€io
HOpMai3alii A0 po3noauty ['ayca Ta miciasioOpoOKH.

Y uemeepmomy po30ini mogaHo pe3ysbTaTH EKCIIEPUMEHTAILHOT OIIIHKH SIKOCTI
KIIF0OUOBUX nochigoBHocTel 3a qonomororo NIST SP 800-22, BukoHaHO MOPIBHSAHHA 3
IHIIMMU crioco0aMu TeHeparlii Ta copMyIbOBAaHO MPAKTHUYHI PEKOMEHJAIli I10J0
3aCTOCYBaHHS 3apOMOHOBAHOTO CIIOCO0Y.

VY 6ucHnosxax micyMOBaHO OCHOBHI pe3yJbTaTU NOCITIIKEHHS Ta OKPECIECHO
MEPCIEKTUBHU MOJATBIIOTO PO3BUTKY POOOTH.

Hucepramis npencraBieHa Ha 84 apkymri, Mictuth 3 Tabnwimi, 4 A0JaTKU

Ta TIOCWJIAHHS Ha CIUCOK BUKOPHUCTAHHMX JITEPATypHUX JDKEPE.

KualouoBi cjoBa: kpunrorpadidyHuil K04, CTIMKICTH KIIOYiB, TE€HEpaTOp
BUIMAIKOBUX 4yucen, anapatHuii RNG, nceBIoBUNAAKOBUI TeHEpATOp, HOpMaJIbHUI
posnonain, meron bokca—Mromniepa, tecroBuit komriekc NIST SP 800-22, enrponis,

micns100po0Ka BUMAIKOBHUX MOCITIJOBHOCTEH.



ABSTRACT

Actuality of theme. Ensuring the cryptographic strength of information systems
directly depends on the quality of the key material used in encryption algorithms,
authentication protocols and secret-sharing mechanisms. Existing solutions, in
particular standard software pseudorandom number generators and some hardware
RNGs, often have limitations related to implementation quality, complexity of
validation and sensitivity to the degradation of physical sources. Developers are forced
either to rely on “black box” embedded RNGs, or to spend significant effort on
comprehensive verification and combining several sources of randomness.

In this work, the problem of increasing the robustness of encryption keys is
considered by developing a method for generating key material that combines the
physical entropy of a hardware true random number generator with a mathematically
grounded transformation to the Gaussian distribution and subsequent cryptographic
post-processing.

The object of the research is the processes of forming cryptographic key
material in information and communication systems using hardware and software
random number generators.

The subject of the research is the methods of increasing the robustness of
encryption keys by means of combined methods of generating random sequences that
integrate physical entropy, normal (Gaussian) distribution and cryptographic post-
processing, as well as methods of statistical quality assessment of such sequences.

The purpose of the work is the development and justification of a method for
generating cryptographic keys based on the normal distribution which, using a
hardware source of true random numbers and cryptographic post-processing, provides
increased statistical quality and robustness of key material compared to typical

methods.



Scientific novelty. For the first time, a new method for generating key material
based on the Gaussian distribution is proposed. It differs from existing approaches by
combining a hardware source of randomness with a mathematical transformation to the
normal distribution and subsequent cryptographic post-processing, and makes it
possible to generate cryptographically secure random sequences.

Practical value. The proposed method can be used as a separate key-material
generation module in hardware—software information security systems, in secure data
exchange protocols and in embedded systems. Implementation of the method in the
Linux environment in the C programming language, using the processor hardware
RNG and standard cryptographic libraries, makes it possible to integrate it into existing
infrastructure without significant changes to the architecture. Practical results show
that with correct configuration and sufficient minimal entropy at the input, the method
provides key sequences whose statistical characteristics meet the requirements of
modern cryptographic standards, which allows increasing the reliability of security
systems without a significant increase in computational costs.

Approbation of work. The main provisions and results of the research were
presented and discussed at the XVIII scientific conference of master’s and postgraduate
students “Applied Mathematics and Computing” PMK-2025 of the Faculty of Applied
Mathematics (Kyiv, November 20, 2025).

Publications. The results of the thesis are presented in scientific publications,
including:

—theses for the report at the XVIII scientific and practical conference of master’s
and postgraduate students PMK-2025 of the Faculty of Applied Mathematics on the
topic “Analysis of encryption keys generated on the basis of the normal distribution”;

— an article submitted to the scientific professional journal “Herald of
Khmelnytskyi National University. Series: Technical Sciences”, vol. 360, No. 6.2
(2025) on the topic “Method of increasing the reliability of encryption keys based on

the Gaussian distribution”.



Structure and scope of work. The master’s thesis consists of an introduction,
four chapters and conclusions.

The introduction substantiates the relevance of the topic, formulates the aim,
tasks, object and subject of the research, and outlines the scientific novelty and
practical value of the work.

The first chapter provides an overview of modern methods of generating
cryptographic keys, analyses the properties of hardware and software random number
generators, considers the concept of key material robustness and typical attack vectors
on RNGs.

The second chapter formulates the theoretical foundations of the proposed
method, describes the use of the normal distribution in the problem of key generation
and justifies the choice of mathematical and cryptographic primitives.

The third chapter presents the features of the software implementation of the
method, including the organization of access to the hardware entropy source,
implementation of normalization to the Gaussian distribution and post-processing.

The fourth chapter presents the results of experimental evaluation of the quality
of key sequences using NIST SP 800-22, provides a comparison with other generation
methods and formulates practical recommendations on the application of the proposed
method.

The conclusions summarize the main results of the research and outline the
prospects for further development of the work.

The thesis is presented on 84 pages, contains 3 tables, 4 appendices and
references to the list of used literary sources.

Keywords: cryptographic key, key robustness, random number generator,
hardware RNG, pseudorandom generator, normal distribution, Box—Muller method,

NIST SP 800-22 test suite, entropy, post-processing of random sequences.



