PED®EPAT

AKTyaJIbHICTb TeMH. AKTyaJIbHICTh TEMH JAOCIIIKEHHS 3yMOBIICHA
3pOCTaHHSAM 3arpo3d KBAaHTOBUX aTak, sKi MOTEHIWHO 3JaTHI 3JIaMyBaTH
KpunrorpadiuyHi MeXaHI3MH, IO HHHI 3acTOCOBYIOThCA y VPN-mpotokonax,
30kpema y WireGuard, sikuit 6a3zyerbesa Ha kinacuunomy anroputMi ECDH. Tlosia
anroputMmiB nocTkBaHTOBOi Kpunrorpadii (PQC), pexomenmoBanux NIST,
BIJIKDUBAE MOXKJIMBICTh 3a0€3ME€YUTH JTOBIOTPUBAIY KpUNTOrpadiuHy CTIHKICTb
MEpPEXKEBUX CHUCTEM. Y 3B’S3Ky 3 IIUM OCOONHMBOi aKTyaJbHOCTI HaOyBae
BIIPOBA/P)KEHHS TOCTKBAaHTOBMX MEXaHI3MIB Y3TOJDKEHHS KIIOYIB y CydYacHi
VPN-cuctemu, 1o [I03BOJISI€ TMIABUIIUTH O€3MEeKy KOPHOPAaTUBHHUX MEPEX,
XMapHUX CEPBICIB Ta IHPPACTPYKTYPH KPUTUYHOI BaXKIIUBOCTI.

MeTor0 [aHOIO JOCJTIIKEHHSI € aHali3, po3poOKa Ta BIPOBAIKEHHS
MEXaHI3My IIOCTKBAaHTOBOTO OHOBJICHHsS KimrouiB i1 WireGuard Ha OCHOBI
anroputMmy Kyber-768, 110 3abe3nedye 3aXUIlEHE Y3TOAKEHHS CIUIBHOTO CEKPETY
Ta PEryJisipHy pOTallll0 KIIF0YOBOro Marepiany 0e3 nepepuBanHs VPN-TyHeo.

O06’ekTOM J0CHIIKEHHS € TTOCTKBAHTOBI aJTOPUTMH Ta MPOLIECH OOMIHY
KpunrorpadiyHUMHU KIIFOYaMU 1 iX OHOBJIEHHS B TyHeNnbHUX VPN-mpoTokonax.

IIpeanmeroM  JOCJiaKeHHSI € METOAM IHTErparii TOCTKBAaHTOBUX
KEM-anroput™miB y mpoueaypu BCTaHOBJICHHS W miaTpumku VPN-3’ennanHd, a
Takok oIiHka BIuMBY PQC-poTanii KJIto4iB Ha NPOAYKTUBHICTh Ta CTA0UIBHICTh
TYHEJIIO.

HaykoBa HOBH3HA MOJISITA€ B HACTYIHOMY:

1. Po3pobneno npororun mexanismy PQC-pykoctuckanus mia WireGuard,
mo BukopuctoBye Kyber-768 1 ¢GopMyBaHHS CHUIBHOTO CEKpeTy Ta
aBToMatnuHoro oHoBJeHHs PresharedKey y nporeci po6otu TyHerto.

2. 3ampoIroOHOBAaHO apXITEKTYpy KIIEHT—CEPBEPHOI CUCTEMHU, SIKa JO3BOJISIE
BUKOHYBaTH ITOCTKBAaHTOBMM OOMIH KJIIOYaM{ MapajiebHO 3 TPAHCIOPTHUM

piBHeM WireGuard, 6e3 Moaudikaiiii 6a30Boro mpoToKomy.



[IpoBeneno kpunTorpadgiyHy Bajifamiio KiodoBoro marepiany Kyber-768
(NTT-cTpykTypH, CTaTUCTUYHI Ta SHTPOITIHI XapaKTEPUCTUKH) Ta MIOKA3aHO HOTO
NMOBHY HeCyMICHICTh 13 kiacuyanumMu ECDH-kmrowamu, 1o maTBepmKye
MOCTKBAHTOBY MPHUPOLY PeaTizoBaHOTO MEXaHI3MY.

IIpakTu4yHa WiHHICTHL POOOTH TOJISATAE B TOMY, IO PO3POOJICHUI MEXaH13M
NOCTKBAHTOBOI ~ poTallii KJIIO4YIB MOXe OyTH IHTETpOBaHMM y CydYacHi
VPN-ingpactpykrypu 6e3 3MiH Ha ctoponi cepepiB WireGuard. Lle mo3Bomsie
CYTTEBO IMMJABUIIUTH KpUOTOrpadiuHy CTIHKICTh KOPIOPATUBHUX Ta XMapHHUX
cucteMm, 3abesneuntu forward secrecy HaBiTh npu TpuBaiux VPN-ceciax Tta
MIHIMI3yBaTH PHU3WKKA KOMIIPOMETAIlll JaHUX VY BHIIAJIKy TOSBH KBAaHTOBUX
OoOYMCITIOBANIBHUX 3ac001B. 3alpoONOHOBaHE PIIIEHHS MOXE 3aCTOCOBYBAaTUCS Y
chepi kibepOe3neku, y ceppicax BIAJAICHOTO JOCTYIY, Y XMapHUX CEPEIOBUIIAX
Ta 1HQPACTPYKTYpl KPUTUYHOI BaXKIMBOCTI, JI¢ 3a0€3MEYeHHS TOBrOCTPOKOBOI
CTIMKOCTI JO KBAHTOBHUX aTaK € KJIFOYOBOK BHUMOTOIO.
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CrpykTypa Ta 00csr podoTru. Marictepchbka AuMcepTallis CKIATaeThCs 31
BCTYITY, YOTHUPBOX PO3/LIIB, BHUCHOBKIB JO KOXXHOTO pO3/LTY, 3arajbHUX
BHCHOBKIB, CITUCKY BUKOPHCTAHUX JKEPET Ta TOMATKIB.

VY 6cmyni HaBenEHO aKTyalbHICTh TEMH, METY, 3aBJIaHHS, 00 €KT 1 IPEIMET
JOCIIIJIKEHHS.

Y  nepwomy po30ini BUKIAJICHO TEOPETHYHI OCHOBH TOCTKBAaHTOBOI
kpunrtorpadii Ta IpOaHaNi30BaHO CYyYacHI 3arpo3 UIsl KJIACUMYHUX aJTOPUTMIB
O0OMiHYy KITFOYaMH.

Y opyeomy po3dini OOIpyHTOBaHO 3arajbHy apXIiTEKTypy CHCTEMH Ta ii
OCHOBHI KOMITOHEHTH.

Y mpemwvomy po30ini onMcaHO peanizaiiio KIIEHTCHKOI, CEpBEPHOI YaCTHH
Ta MexaHizaMy PQC-pykocTUCKaHHS.

Y uemeepmomy po30ini HaBEEHO pE3yJbTaTH TECTYyBaHHS, BKJIIOYANOUU
gacoBl xapaktepuctuku Kyber-768, mpogykrusHicte PQC-poramii Tta anami3
ctabinpHOCTI VPN-TYyHENIO.

VY gucHoskax miACyMOBAaHO pe3yabTaTh AOCITIKEHHS.

[ToBHMIT 0oOcsar mucepranii — 154 ctopiHOk, y ToMy umcii 118 cTopiHOK
OCHOBHOTO TeKCTY, 20 pucyHkiB, 1 Tabnuiisi, CIUCOK BUKOPUCTAHUX JiKepen 13 51
HaliMeHyBaHb, 20 ciaiiiB mpe3eHTallii.

KiawuoBi cjaoBa: mnoctkBanToBa Kkpunrtorpadis, Kyber-768, VPN,

WireGuard, poraiis kitouiB, KEM, KpuntocTiiKicTh, KBAHTOB1 3arpO3H.



ABSTRACT

Topic relevance. The relevance of the research topic is driven by the
growing threat of quantum attacks, which could potentially compromise the
cryptographic mechanisms currently used in VPN protocols, in particular
WireGuard, which relies on the classical ECDH algorithm. The emergence of
post-quantum cryptographic (PQC) algorithms recommended by NIST opens up
the possibility of ensuring long-term cryptographic resilience of network systems.
In this regard, the implementation of post-quantum key-agreement mechanisms in
modern VPN systems becomes especially relevant, as it enables enhanced security
of corporate networks, cloud services, and critical infrastructure.

The purpose of this research is the analysis, development, and
implementation of a post-quantum key-update mechanism for WireGuard based
on the Kyber-768 algorithm, which ensures secure shared secret agreement and
regular rotation of key material without interruption of the VPN tunnel.

The object of the research is the postquantum algorithms and the
processes of cryptographic key exchange and their updates in tunneling VPN
protocols.

The subject of the research is the methods of integrating post-quantum
KEM algorithms into the procedures of VPN connection establishment and
maintenance, as well as the assessment of the impact of PQC key rotation on the
performance and stability of the tunnel.

The scientific novelty is as follows:

A prototype of a PQC handshake mechanism for WireGuard has been
developed, which uses Kyber-768 for generating a shared secret and automatic

updating of the PresharedKey during tunnel operation.



An architecture of a client-server system 1is proposed, enabling
post-quantum key exchange to run in parallel with the WireGuard transport layer,
without modifying the base protocol.

Cryptographic validation of Kyber-768 key material has been conducted
(NTT-structures, statistical and entropy characteristics), demonstrating its
complete incompatibility with classical ECDH keys, which confirms the
post-quantum nature of the implemented mechanism.

The practical value of the work lies in the fact that the developed
mechanism of post-quantum key rotation can be integrated into modern VPN
infrastructures without changes on the WireGuard server side. This significantly
enhances the cryptographic resilience of corporate and cloud systems, ensures
forward secrecy even during long-lasting VPN sessions, and minimizes the risk of
data compromise in the event of the emergence of quantum computing
capabilities. The proposed solution can be used in cybersecurity, remote-access
services, cloud environments, and critical infrastructure, where long-term
resistance to quantum attacks is a key requirement.

Approval of the research results. The main statements and interim results
of the work were reported and discussed at the following scientific events:

VIII All-Ukrainian Student Scientific Conference “Formation of Modern
Science: Methodology and Practice”, Lviv, 2025.

Applied Mathematics and Computing 2025, Kyiv, 2025.

Publications.

Ilchuk O. O., Threats of Quantum Computing to Classical Cryptography in
Virtual Private Networks and the Pathways to Post-Quantum Cryptography //
Conference Proceedings: VIII All-Ukrainian Student Scientific Conference
“Formation of Modern Science: Methodology and Practice”, 2025. — pp. 247 —
249.

[ichuk O. O., Post-Quantum Approaches to Protection of Layer-3 Tunneling
Protocols // Applied Mathematics and Computing 2025, 2025. — pp. <pages>.



Structure and volume of the work. The Master’s thesis consists of the
introduction, four chapters, conclusions to each chapter, general conclusions,

references, and appendices.

The introduction presents the relevance of the topic, purpose, objectives,
object, and subject of the research.

The first section covers the theoretical foundations of post-quantum
cryptography and analyzes modern threats to classical key-exchange algorithms.

The second section substantiates the overall system architecture and its
main components.

The third section describes the implementation of the client part, the server
part, and the PQC-handshake mechanism.

The fourth section presents the testing results, including timing
characteristics of Kyber-768, PQC-rotation performance, and analysis of
VPN-tunnel stability.

The conclusions summarize the research results.

The total volume of the thesis is 154 pages, including 118 pages of the main
text, 20 figures, 1 table, a list of 51 references, and 20 presentation slides.

Keywords: post-quantum cryptography, Kyber-768, VPN, WireGuard, key

rotation, KEM, cryptographic resistance, quantum threats.
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