AHOTANIA
Kgamidikariitna po6oTa BKIIIOYA€ MOSCHIOBANBHY 3anucky ( 87 c., 30 puc. 3 Tadm.,

4 nopatku, 16 apKyIIiB mpe3eHTaIliq).

O0’ekT pO3pOOKH — KOMIT'IOTEpHA CHUCTEMa IS JUCTAHIIMHOTO KepyBaHHS

JOCTYIIOM.

Cucrema M03BOJISIE HANIWHO YIPABIATA JOCTYNOM 1O 00’ €KTiB (HAINPHKIAI,
nBepel abo NUTI031B) Y BIIJIAJIGHOMY PEKHUMI 3a JIOTIOMOTOI0 MIKPOKOHTpoJsiepa. Y

mpoiieci po3po0ku OyJI0 peari30BaHoO:
® TMIPOBEACHO aHaJi3 MOXJIMBUX PIIIIEH Ta TEXHOJIOTIH I TOOYI0OBU CUCTEMU;

e chopMysIbOBaHO BUMOTH J10 cucTeMu. OIIHEeHO HEOOX1THUM piBEHb HAIIMHOCTI

Ta cTab1ILHOCTI CHCTEMU;

® CTBOPEHO CKPHUNOT JJIsi TeHepallli cepTU(IKaTIB 3aXUIICHOTO 3’ €JHAHHS MIX

IPUCTPOEM 1 CEPBEPOM;
® peali30BaHO aBTOMATHYHE MOCTaYaHHS CEPTUQIKATIB 0 MPUCTPOIO;

® po3po0JeHO BeO-3aCTOCYHOK [IJISi peecTpalllii KOPHUCTYyBauiB, YIPABIIHHS

MPUCTPOSIMU Ta NEPETISAAY 1CTOPil BUKOHAHUX 1 aKTUBHUX KOMaH/I.

Jlnst peamizanii cuctemu Oyino BUKOPUCTaHO XMapHy muiatgopmy Amazon Web
Services (AWS). CepBepHa yacThHa Ta reHepailisi cepTU(ikaTiB peaaizoBaHi Ha OCHOBI
DOTNET (C#). Hns aBrentudikamii Ta aBTopuzaiii Bukopuctano Keycloak sk
npoBaiep ineHtudikaiii. 30epiraHHs JaHUX 3a0e3neuyeTbes 0a30l0  JaHUX
PostgreSQL. [ns kmieHTchkoi yacTuHu BUKopuctaHo Node.js Ta 6161i0Texy React.
[IporpamyBanHsi TPUCTPOIO 3iilCHIOBaocs 3a npomomororo Arduino Framework

moBamu C/C++.

KirouoBi cnoBa: wmikpokontposiep, ESP32, [oT, cucrema 3axucty, identity
provider, cloud, PostgreSQL, AWS, Keycloak, aBTomaTtnyna peectpaiiisi mpucTpoiB,

Device Shadow, ASP.NET, Node.js, React, Arduino, MQTT.



ABSTRACT

The qualification project includes an explanatory report (87 pages, 30 figures, 3
tables, 4 appendices, 16 slides of presentation).

Object of development — a computer system for remote access control.

The system enables secure remote management of access to physical objects (such
as doors or gateways) using a microcontroller-based device. During the development

process, the following components were implemented:

analysis of existing solutions and technologies for building the system;
e formulation of system requirements regarding reliability and stability;
e development of a script for generating security certificates for device-server
communication;
e implementation of automatic certificate provisioning to the device;
e creation of a web application for user registration, device management, and
monitoring of executed and active commands.

The system is built using the Amazon Web Services (AWS) cloud platform. The
backend services and certificate generator are developed using DOTNET (C#). For
authentication and authorization, Keycloak is used as the identity provider. PostgreSQL
1s used for data storage. The client-side application is developed with Node.js and React.
The device firmware is written using the Arduino Framework in C/C++.

Keywords: microcontroller, ESP32, 10T, security system, identity provider,
cloud, PostgreSQL, AWS, Keycloak, just-in-time device provisioning, device

shadowing, ASP.NET, Node.js, React, Arduino, MQTT.



