PEDEPAT

AKTyaJIbHiCTh TeMH. B yMOBax cTpIMKOTO pO3BUTKY OJOKYEHH-TEXHOJIOTIN Ta
upOBUX aKTHUBIB MUTAHHS 3aXUIIECHOTO 30epiraHHs MpPUBAaTHUX KJIIOUiB HalOyBae
0co0MuBO1 BasKIUBOCTI. [IpUBaTHUN KITIO4 — KPUTHYHUHN €JIEMEHT KpUOTOTpadidHIX
MeXaHI3MiB aBTeHTHU(]IKaIli Ta HU(PPOBOro IMIJMKUCY, a HOTO KOMIIPOMETAIlsl MOXKE
OPU3BECTU 10 3HAUHUX (PIHAHCOBHX 1 pemyTaliiHUX BTpar. TpaauiiiiHi METOIu
30epiraHHs, Takl SK anaparHi raMaHIll Yu IEHTPaJli30BaHl CEPBICH, MAaIOTh CYTTEBI
HEOJIKH, BKIIOYAIOUU PU3UKU 3JI0MY, BTpaTH (Pi3UYHUX HOCIIB a00 KOMIpoMeTallii
cepBepiB. Y 3B 3Ky 3 IMM HEOOX1/IHI HOBI MIJIXOAH, 10 3a0e31neuarb BUCOKHUI PIBEHb
0e3neku Ta eheKTUBHOCTI 30epiraHHs KJIOUiB, 110 € MPEAMETOM JIAHOTO JI0CIXKSHHS.

Meta poOotu. OCHOBHOIO METOI JOCHIKEHHS € MIiABUILICHHS Oe3MeKu
30epiraHHs MNPUBATHUX KIIIOYIB Yy OJIOKYEHH-Mepekax 3aBISIKHM BUKOPUCTAHHIO
croco0iB, IO MOEJHYIOTH KpHUMNTOrpadiuHi ajropuT™Mu, (QparMeHTaIio KiIoua,
po3nojiieHe 30epiraHHd Ta mapaieibHy OOpoOKy (parMeHTIB AJis IiJIBUILECHHS
0e3IeKH, TPOTyKTUBHOCTI Ta CTIMKOCTI 0 aTak.

O0’exkr pocaimxenHs. Ilpouecu 30epiraHHs, 3axUCTy Ta YIOpaBIIHHS
PUBATHUMU KJIFOUaMU B OJIOKUEHH-cHCTEMax.

Ipeamer pociaigkenns. Criocodu MiIBUILEHHS OE3MEKH Ta MPOAYKTHBHOCTI
npu 30epiraHHi NPHUBAaTHUX KIIOYIB HA OCHOBI KPHUOTOrpaiuHUX aJIrOPUTMIB,
dbparMenTaiiii Ta mapaneiabHOi 00OpOOKH.

Metoau fgociaixkeHHsi. Y poOOTI BHKOPHUCTAHO MaTEMaTH4YHI METOIU
Kkpunrorpadii, anrOpUTMH CUMETPUYHOTO Ta acuMeTpuuHoro mudpysanus (AES Ta
RSA), metonu po3noieHuX 00YUCICHb, MOICIIIOBAHHS €(DEKTUBHOCTI aITOPUTMIB, a
TaKOX MPOrpaMHy peatizallito Ta TECTYBaHHS 3alpOIOHOBAHUX METO/IB.

HaykoBa HOBU3HA. Y MexXax AOCIIIKEHHS 3allpOINIOHOBAHO TPU HOBI METOIU
3aXUIIEHOTO 30epiraHHs TPUBATHUX KIIIOYIB: MeTon (parMeHTari Kioda,
komOiHoBaHui miaxin AES + RSA ta meron mapanenbHOi 0OpoOKku mmdppyBaHHS.

3anpornoHoBaHi clocoou 3abe3MneuyIoTh MiABUIIEHY Oe3IeKy 3a paXyHOK 3MEHIICHHS



PU3HUKIB KOMIIpOMETAIlll KJIFOUIB, @ TAKOX I1JBUIIYIOTh MPOAYKTHUBHICTh HIISXOM
onTuMizalli mponeciB ImudpyBaHHsS Ta jAcmmdpyBaHHA. Bmepiie mnpoBeneHo
KOMILUTCKCHHI aHalli3 €(pEKTUBHOCTI TAKUX METOMIB Y KOHTEKCTI OJTOKYCHH-MEPEeK.

IIpakTHyHa WiHHiCTB. 3anmpPONOHOBaHI METOIU MOXYTh OyTH 3aCTOCOBaHI y
(G1HAHCOBHX YCTAaHOBAaX, KPUIITOBAIIOTHUX OlpkKax, JCLIEHTPaNi30BaHUX TOJaTKax
(DApps) Ta inmux cdepax, 1o noTpedyroTh BUCOKOTO PiBHs O€3MeKkH mpu 30epiraHHi
kpunrorpadiuaux kiouiB. Meron pparmenrariii AES-256 ckopouye yac mudpyBaHHs
10 22 Mc 1 po3mudpysanss A0 21 mc, komOiHoBanuii AES+RSA 3a0esneuye BUCOKY
oe3neky mpu 75 mc mudpysanns 1 130 Mc nemumdpyBaHHs, a mapajieinbHa 00pooKa
3MeHuIye yac A0 31 mMc 1 56 Mc BIANOBIIHO, BOHA J03BOJISIE 3MEHIIUTH 3aTPUMKHU
mpyBaHHs B pEATbHUX BHCOKOHABAaHTAXECHHMX cHcTeMax. HaBemeHi MOKa3HUKH
poOJIATh TaH1 METOM NPUJATHUMH I IIMPOKOMACIITa0HOTO BIPOBAIKEHHS.

Oco0ucruii BHecok MaricrpanTa. MHOI0 Oylo MpoBeAEHO MIMOOKWI aHaml3
ICHYIOYUX METO/IB 30€piraHHs MNPUBATHUX KIIOYiB, PO3POOJIIEHO Ta MPOTPaMHO
peani3oBaHO TPU HOBI METOAU MIABHUILEHOI O€3MeKH, BUKOHAHO TECTyBaHHS Ha
pea’bHUX TaHUX Ta MPOBEJAECHO MOPIBHAJIBHUN aHaJ3 3alPONOHOBAHUX PIIICHb.

Anpo6auis pe3yabrariB qucepramii. OCHOBHI pe3yJIbTaTH JTOCTIHKEHHS OyIu
MpeACTaBIeHl Ha HAyKOBMX KOH(EpEeHIIsIX Ta y CTaTTl, a TaKoXX 3aCTOCOBaHI B
EKCIIEPUMEHTAJIbHUX CHCTEMAaxX 30epiraHHs KpUNTOrpaiuHUX KIIIOYIB y OJOKYEHH-
iH(ppacTpykTypi. Po3po06iieHi alropuTMu MPOUIILIIN TECTYBaHHS Ha €(DEKTUBHICTH Ta
0e3MeKy y pI3HMX YMOBAX €KCILTyaTallli.

Iyoaikamii. 3a pe3ynbraTamMu JOCHIKEHHS OMyOJIIKOBAHO HAyKOBI CTarTi y
(haxoBUX BUJAHHSAX Ta MaTepiajgax Mi>KHAPOIHUX KOH(EpPEHTIIii.

Crpykrypa Ta 00caAr podorm. Marictepcbka aucepTalis CKJIaIaeTbes 31
BCTYIY, YOTUPHOX PO3JLIIB, BUCHOBKIB, CIIMCKY BUKOPUCTAHUX JKEPEN Ta JOJATKIB.
OCHOBHI pO3AIM BKIIIOYAIOTh aHai3 MPoOIeMH, OMKC PO3POOIIEHUX METO/IIB, OLIHKY
iX e(peKTUBHOCTI Ta MEPCIEKTUBYU MOJATIBIINX JOCTIIKEHb. 3araibHuil o0car poOoTH
ctaHoBuTh 102 cTopinku, 51 pucyHok, 8 TabIuIlh 1 JOJATKH.

Kuirouosi csioBa: npuBaTHUil Kitod, Ojgok4yelH, kpunrtorpadis, mudpyBaHHs,

dbparmenrais, AES, RSA, nmapanensna 00poOka, 6e3neka JaHuX, ONTHMI3aIis.



ABSTRACT

Relevance of the topic. In the context of the rapid development of blockchain
technologies and digital assets, the issue of secure private key storage has become
particularly important. The private key is a critical component of cryptographic
authentication and digital signature mechanisms, and its compromise can lead to
significant financial and reputational losses. Traditional storage methods, such as
hardware wallets or centralized services, have substantial drawbacks, including the risk
of hacking, loss of physical devices, or server breaches. Therefore, new approaches are
needed to ensure a high level of security and efficiency in key storage, which is the
subject of this research.

Purpose of the study. The main goal of the study is to enhance the security of
private key storage in blockchain networks by employing methods that combine
cryptographic algorithms, key fragmentation, distributed storage, and parallel fragment
processing to improve security, performance, and resilience to attacks.

Object of the study. The processes of storing, protecting, and managing private
keys in blockchain systems.

Subject of the study. Methods for improving the security and performance of
private key storage based on cryptographic algorithms, fragmentation, and parallel
processing.

Research methods. The study utilizes mathematical methods of cryptography,
symmetric and asymmetric encryption algorithms (AES and RSA), distributed
computing techniques, algorithm efficiency modeling, and the software
implementation and testing of the proposed methods.

Scientific novelty. This research proposes three new methods for securely
storing private keys: the key fragmentation method, the combined AES + RSA
approach, and the parallel encryption processing method. These methods enhance
security by reducing the risk of key compromise and improve performance through

optimized encryption and decryption processes. A comprehensive analysis of the



effectiveness of these methods in the context of blockchain networks has been
conducted for the first time.

Practical value. The proposed methods can be applied in financial institutions,
cryptocurrency exchanges, decentralized applications (DApps), and other areas that
require a high level of cryptographic key security. The AES-256 fragmentation method
reduces encryption time to 22 ms and decryption to 21 ms. The combined AES+RSA
method ensures high security with 75 ms encryption and 130 ms decryption. Parallel
processing reduces the time to 31 ms and 56 ms, respectively, which helps minimize
encryption delays in real high-load systems. These results make the methods suitable
for large-scale deployment.

Personal contribution of the master's student. I conducted a comprehensive
analysis of existing private key storage methods, developed and implemented three
new high-security methods, performed testing on real data, and carried out a
comparative analysis of the proposed solutions.

Approval of dissertation results. The main results of the research were
presented at scientific conferences and in a published article. They were also applied
in experimental cryptographic key storage systems within blockchain infrastructure.
The developed algorithms were tested for efficiency and security under various
operating conditions.

Publications. The research results have been published in scientific professional
journals and in the proceedings of international conferences.

Structure and volume of the work. The master's thesis consists of an
introduction, four chapters, conclusions, a list of references, and appendices. The main
chapters include a problem analysis, a description of the developed methods, their
performance evaluation, and future research prospects. The total volume of the work
is 102 pages, including 51 figures, 8 tables, and applications.

Keywords: private key, blockchain, cryptography, encryption, fragmentation,
AES, RSA, parallel processing, data security, optimization.



