AHOTAIIS

bakanaBpchkuii AUTIIIOMHUHN MPOEKT BKITFOYAE MTOSICHIOBAJIBHY 3arucky (86 c., 30
pHC., CHUCOK BUKOPUCTAHOI JiTepaTypH 3 23 HailMeHyBaHb, 3 JOJIATKH).

MeToro JMaHOTO TPOEKTY € peaiizaiis MporpaMHO-amapaTHUX 3aco0iB, IO
JI03BOJIsIE BUSIBUTH (DaKT HE3aXUINEHOCTI MPpUCTpoiB mia ynpasiinasam OC Android
IUIIXOM BHSIBJICHHS peakilii 3aco0iB 3aXUCTy IIi€l CHCTeMHU Ha MOOUIBHUN TOJATOK,
KWW BUKOHYE JTI0JIaTKOBI (PYHKITIT.

MoO61IbHHI TOAATOK CKJIANA€ThCA 3 YOTUPHOX CTOPIHOK, & caMe 3 JIOMAIIHbO1
cropinku (Home Page); cropinku 3 $hoTo, siKi Oyim 3po0JieHi 3a JTOTIOMOTOIO I[bOTO
nonatky (Photo Page); cropinku, sika BIAINOBiIa€e 3a MOXKIHMBICTH 3poOUTH (HOTO Y
nomatky (Camera Page); ctopinku, sika BigoOpaka€ TOTOYHE MiCII€3HAXOKCHHS
npuctpoto 3a gonomoror Google Maps APl (Google Maps Page). [dus peamizartii
JTAHOTO MOOLJILHOTO JIOJATKy BUKOPUCTAHO MOBY ITpOrpaMyBaHHs Java, il MOKIIMBOCTI
3aMUTY JOCTYIY 10 HEOOXIAHUX JO3BOIIB Ta poOOTY 3 (hailJIOBOIO CUCTEMOIO.

B xoxi po3poOku:

— IIPOBEJICHO aHai3 ICHYIOUMX CIOCO01B MEPECUITKH (PailiniB Mix

npuctposimu Ha OC Android;

- c(hopMyJIbOBAHO TEXHIYHI BUMOTH ISl PO3POOIEHOTO MOOIILHOTO

TOJIaTKY;

— CTBOPEHO Au3aiiH iHTepdency MOOITEHOTO H0JATKY;

— peaii3oBaHO OCHOBHI Ta J0JAaTKOBI (GYHKIIT MOO1TBHOTO J0JIATKY;

— HaJalITOBAaHO 3ac00M 1S 30epiranHs (aiinis;

— MIPOTECTOBAHO PO3pOOIECHN MOOUTBHHI TOAATOK PI3HUMHU CY4YaCHUMU

3aco0aMu T BUSIBJICHHS BPa3JIMBOCTEH.

Peauizariist Takoro pojry MOO1IBHUX JOJIATKIB 03BOJIUTE BUSBUTH peakiiiro OC
Android Ha momatkoBi naii (Hampukian, mnepecunaHds ¢aitni). JlaHa cuTyaris
noTpedye BEIMKOI yBaru BiJi po3pOOHUKIB 3aC00IB 3aXUCTy CUCTEM IIiJT YIIPaBIIHHIM
OC Android.
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ABSTRACT

The bachelor's diploma project includes an explanatory note (86 p., 30 figures,
a list of 23 references, 3 appendices).

The purpose of this project is the implementation of software and hardware
tools that allow detecting the fact of insecurity of devices running the Android OS
by detecting the reaction of this system's protection tools to a mobile application that
performs additional functions.

The mobile application consists of four pages, namely the home page (Home
Page); pages with photos that were taken using this application (Photo Page); the
page responsible for taking a photo in the application (Camera Page); a page that
displays the current location of the device using the Google Maps API (Google Maps
Page). The Java programming language, its ability to request access to the necessary
permissions and work with the file system were used to implement this mobile
application.

In the course of development:

- an analysis of existing methods of transferring files between

Android OS devices;

- the technical requirements for the developed mobile are formulated

application;

- the design of the interface of the mobile application was created;

- basic and additional functions of the mobile application have been

implemented,;

- file storage facilities are configured,

- tested and developed mobile application by various modern

tools for detecting vulnerabilities.

The implementation of this kind of mobile applications will reveal the reaction
of the Android OS to additional actions (for example, transferring files). This
situation requires a lot of attention from the developers of security tools for systems
running the Android OS.
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