AHOTALIISA

JlaHW# TUIJIOMHUNM MPOEKT BKJIIOYAE MOSACHIOBaNbHY 3anucky S0 c., 4 puc.,
3 IonaTKH.

[IpenMer mociiKeHHsT — KOMIT IOTEpHA €KCIIEpTHA CUCTEMa PO3IMi3HABaHHS
MepeKeBUX Kibeparak.

OO0’exT AOCHIIKEHHS — METOOU Ta 3aco0M KOMII'FOTEPHOI EKCHEepTHOI
CHUCTEMU PO3IMi3HABAaHHS MEPEKEBUX KiOepaTak.

Meronu pgochipkeHHs 0a3yloTbCsi Ha BUKOPHCTaHHI TEOpii 3aXUCTy
iH(dopmarlii, Teopii MATEMaTUYHOI CTATUCTUKH Ta TEOPii HEHPOHHUX MEPEK.

MeTra AWIUIOMHOTO TIPOGKTY — pO3poOKa Ta JOCTIKCHHS METOIUKH
KOIIM FOTEPHOI eKCIEepPTHOI CHUCTEMH pO3Mi3HABaHHA MEpPEKEeBUX KibepaTak
BUKOPHUCTAHHSA TEOPii HEHPOHHUX MEPEK.

Pesynbrar npoekTy — po3po0ieHa METOANKA, BAKOPUCTAHHS SKOi TO3BOJIUTH
CYTT€BO TMIJBUIIUTH 3aXMILECHICTb KOMIT IOTEPHUX CHUCTEM BIJI MEPEKEBHUX
Kideparax.

Pesynprat BHUKOHAaHOT pPOOOTH PEKOMEHIYETHCS BUKOPHCTOBYBaTH B
CHUCTEMax aHTHBIPYCHOI'O 3aXHUCTY MEPEKEBOrO TpadiKy

[Tix yac po3poOKM BUKOHAHI HACTYITHI 3aBJIaHHS:
- AHami3z BHUMOI /10 €KCIEPTHUX IMpaBW pO3MI3HABaHHSI MEPEKEBUX
KibepaTak
- AHaJi3 OCHOBHUX METO/liB 0OpPOTHOM 3 MEpeKEBUMHU KibepaTakaMu
- AHaJi3 METOJIMK pO3IMi3HaBaHHS MEPEKEBUX KibepaTak
- Po3poOka MeTouKn BUKOPUCTAHHS HEHPOHHUX MEPEX
- Po3poOka meTomuku BU3HAUEHHS BXIIHUX/BUXITHUX mapameTpiB HM,
IPU3HAYEHUX JIJIS pO3Mi3HAaBaHHS MEPEKEBUX KibepaTak
- Brinennss Ta  po3poOka  KOMIT'IOTEPHOI  €KCHEPTHOI  CUCTEMH
pO3ITi3HABaHHA MEpEKEBUX KiOepaTak
KitrouoBi cnoBa:
KIBEPATAKA, 3AXUCT IHO®OPMAILIIl, MEPEXEBA KIBGEPATAKA,
EKCITEPTHA CUCTEMA, HEMPOHHA MEPEXA.



AHHOTALINS

JIaHHBIM JUIUIOMHBIN MPOEKT BKIIOYAET MOSICHUTENBHYIO 3amucky S50 c.,
4 puc., 3 IpUIOKEHUS.

IIpeamer  uccienoBaHHWs —  KOMIIBIOTEpPHash  JKCIIEpTHAs  CHCTEMA
pacro3HaBaHUsI CETEBbIX KMOepaTak.

OOBeKT uccienoBaHusl — METOAbl U CPEACTBA KOMIIBIOTEPHON 3KCHEPTHOM
CUCTEMBI pacliO3HaBaHUs CETEBBIX KHOEpaTaK.

Metoapl uccnenoBaHus 0a3UpPyrOTCS Ha MCIOJIB30BAHMM TEOPUHU 3ALIUThHI
uHpoOpMaIy, TEOPUN MATEMAaTUUECKON CTATUCTUKU U TEOPUH HEHPOHHBIX CETEH.

Llenp OUIUIOMHOrO MpOEKTa — pa3padoTKa M HCCIEAOBAHUE METOIUKH
KOMITBIOTEPHOM S3KCHEPTHOM CHUCTEMBl PAaclO3HABaHUs CETEBbIX KUOEpaTak Ha
OCHOBE UCIIOJIb30BaHUsl TEOPUN HEUPOHHBIX CETEN.

Pe3ynbpTaT mpoekra — pa3paboTaHHAas METOAMKA, MCIOJIb30BAHUE KOTOPOM
MO3BOJUT 3HAYUTEIBHO MOBBICUTH 3AIUIIEHHOCTh KOMIIBIOTEPHBIX CHCTEM OT
Kubeparax.

Pe3ynbrartel  BBITONIHEHHOW pPabOTBl PEKOMEHIYETCS HCIOIb30BaTh B
CHUCTEMaxX aHTHBUPYCHOM 3alIUTHI CETEBOTO TpaduKa

Bo Bpemst pa3paboTKy BBITIOIHEHBI CIIEAYIOIINE 3aJaHUS:
- Ananu3 TpeOOBaHUN K SKCIIEPTHBIM IPaBUJIaM PaCllO3HABAHUS CETEBBIX
kubepaTak
- AHanM3 OCHOBHBIX METOI0B OOpPBOBI C CETEBBIMU KMOEpaTakaMu
- AHanM3 METOAMK paclio3HaBaHUs CETEBBIX KuOepaTak
- PaspaboTka METOIMKH HCIOIb30BaHHUS HEHPOHHBIX CETCH
- Pa3paborka mMeTOauKH OIpeneneHHs] BXOIHBIX/BBIXOJHBIX MapamMeTpOB
HC, naznayeHHBIX [Tl paCliO3HABAHMSI CETEBBIX KHMOepaTak
- Bneapenne u pa3zpaboTKa KOMIIBIOTEPHOM €KCIIEPTHOM CHCTEMBI
pacno3HaBaHMs CETEBBIX KHMOepaTak
Kirouessle cnona:
KHUBEPATAKA, 3AILIUTA THOOPMAILINU, CETEBAA KUBEPATAKA,
DKCIIEPTHASI CUCTEMA, HEMPOHHAS CETb.



ANNOTATION

This diploma project includes an explanatory note 50 p., 4 fig., 3 appendices.

Subject of research — computer expert system recognition network
cyberattacks.

Object of research — methods and means of computer expert system
recognition network cyberattacks.

Methods of research are based on using theory of information security,
theory of mathematical statistics and theory of neural networks.

Aim of thesis project — development and research of methodic of computer
expert system recognition network cyberattacks based on using theory of neural
networks.

Result of the project — developed methodic, the use of which will allow
significantly improve the security of computer systems network cyberattacks.

Results of work are recommended to use in anti-virus protection systems of
network traffic.

During the development the following tasks were performed:

- Analysis of the requirements of experts rules of system recognition

network cyberattacks

- Analysis of the main ways of protection against network cyberattacks

- Analysis of main methodic of recognition network cyberattacks

- Development of a methodic of using neural networks

- Development of methodic for determining the input/output parameters of

the NN, appointed to detect network cyberattacks

- Establishment and development of a computer expert system recognition

network cyberattacks
Key words:
ANTIVIRUS, INFORMATION SECURITY, NETWORK

CYBERATTACKS, EXPERT SYSTEM, NEURAL NETWORK.



