AHOTALLA

Kpanidikamiitna podoTa BKJIOYaEe MOSICHIOBaIBHY 3amucky (59 c., 34 puc., 3
101.).

O0’ekT pO3pOOKM — CTBOPEHHS MPOTPAMHO-ANAPaTHOTO  KOMIUICKCY
METeOCTaHIlli Ha ©0a3i MikpokoHTpojepa STM32, skuii MaTuMe IEHTpaib Ta
0e3mocepeTHbO CEHCOPHI BY3/H (IaTdnku). J[aHMi KOMIUTIEKC JO3BOJIUTH MPOBOJIUTH
MOHITOPUHI HABKOJIMITHBOTO CEPEJIOBUINA 3 TOJAANBIIOK TMEepelayveto JaHuX Ha
HEHTpaJIb JJIs iX OOpPOOKH.

[IporpamHo-amapaTHa cucTeMa JO3BOJISIE:  3MiMCHIOBaTH 301p  JaHUX
HABKOJIMILIHBOTO CEpEOBUIA; NepeaaBaTu 30epexkeHl AaHi 0e3pOTOBUM KaHAJIOM
3B’s13KYy; 3a0e3medyBaTH LUIICHICTh JaHUX Ta iX mu@pyBaHHSA npu nepepadi. Jlus
JaHoi cucteMu OyB pO3poOJIeHHI BiaCHUK MM(GPOBAHUI MPOTOKOJ Pa/io3B’sI3KY
point-to-multipoint Ha 6a3i mmudpoBoi Momymsmii. IlepenbadyeHo MOKIMBICTH
30epiraHHs Ta cucTeMaTu3allii mapaMmerpis. B mpoueci po3poOku Oy BUKOPHUCTAHI:
texHosorii TDMA, FHSS ans pagionpoTokoily, CAMETPUYHUNA alTOPUTM OJIOYHOTO
mmdpyBands Advanced Encryption Standart (AES). [Iporpamue 3a0e3mnedeHHs
peanizoBaHo Ha MOBI C, 3 BUKOPUCTaHHAM cTaHAapTHOI 0101mi0oTekn HAL.

B xoxi po3poOku:

- MPOBEACHO aHaji3 ICHYIOUUX pIillleHb MOOYJ0BM MPOrpamMHO-anmapaTHUX

KOMIUJIEKCIB JIJISI aHAT13y HAaBKOJIMIIIHBOTO CEPEAOBUIIIA;

- ONHUCAHO YITKI BUMOTH JI0 MPOTPAMHO-aNapaTHOTO KOMILIEKCY;

- po3pobJieHa CTPYKTYpa B3a€MO/I1i MK KOMIIOHEHTAMH CUCTEMH;

- po3po0IIeHO MporpamMHe 3a0e3neueHHs;

- po3pobiieHui mubpOBaHUM MPOTOKOI PaTi03B’A3KY;

- TIPOBEJEHO TECTYBAHHS CUCTEMH B PI3HHX YMOBaX.

Jlana cuctema 3a0e3NeunTh TOYHE Ta HaJAiiiHE 30MpaHHS METEOPOJIOTIIHUX
JAHUX, 1[0 CTAHE OCHOBOIO JIJII ONTUMI3allil IPOLECIB YIPaBIiHHS.
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ABSTRACT

The qualification work includes an explanatory note (59 p., 34 img., 3 app.).

The object of development is the creation of a software and hardware complex
of a weather station based on an STM32 microcontroller, which will have a central and
some sensor nodes (sensors). This complex monitors the environment with subsequent
data transfer to the central office for processing.

The hardware and software system allows: collect environmental data; transmit
stored data via a wireless communication channel; ensure data integrity and encryption
during transmission.

A proprietary encrypted point-to-multipoint radio communication protocol
based on digital modulation was developed for this system. It is possible to store and
systematize parameters. In the development process, the following technologies were
used: TDMA, FHSS for the radio protocol, and the Advanced Encryption Standard
(AES) symmetric block encryption algorithm. The software is implemented in the C
language, using the HAL standard library.

In the course of development:

- analysis of existing solutions for building hardware and software complexes

for environmental analysis was carried out;

- clear requirements for the software and hardware complex are described,;

- the structure of interaction between system components is developed,;

- developed software;

- developed an encrypted radio communication protocol,;

- the system was tested in various conditions.

This system will ensure accurate and reliable collection of meteorological data, which
will become the basis for optimizing management processes.

Keywords:
SOFTWARE AND HARDWARE COMPLEX, WEATHER STATION, STM32
MICROCONTROLLER, POINT-TO-MULTIPOINT, TDMA, CRC, AES.



