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AKTYyaJIbHICTb TEMH

3 pO3LIMpPEHHSM Ta YCKIQJAHEHHAM I[HTEpHETy 3’dBHJIaCh MOXKIIMBICTD
BUKOPHCTOBYBAaTH JIaHYy MEpPEXYy Yy IMOOyTlI Ta pi3HOMaHITHHX cdepax AiIoBoi
aKTUBHOCTI. BiampaBka MOBIAOMJIEHb MIXK KOPHCTyBadaMH €JIEKTPOHHOI TMOIITH,
COIIATBHUX MEPEX, B3a€MOJIs 3 cepBepoM, 00poOKka Oi3HEC 3aBIaHb IECPKABHUX YU
OpUBAaTHUX KOMIIAHIM TOTpedye 3aXHCTy TMepefnadyl MEepPCOHATbHUX JaHUX.
AKTyaJIbHOIO € TaKOX MpodJieMa ix 30epekeHHsI Ha piBHI 0a3u nanux. Po3poOka HOBO1
HOpMasibHOI (OpMU OO’€KTHOTO MPOEKTYBaHHS 0a3u NaHuX Oyle KOPHUCHOIO AJis
MIPOEKTYBaHHS HOBHX 0a3 JaHUX 3 MOXJIMBICTIO 1i Mirpauii Ta CHpPOUIEHOO
CTpyKTyporo. Jlisg 3axucTy naHux OyJe KOPHUCHOI METOMOJIOTiSI MacKyBaHHS
aBTOPU3AIINHUX JAHUX y TPUPIBHEBOMY MIKPOCEPBICHOMY 3aCTOCYHKY.

O0’exkTOM HOCTIAAKEHHS € CUCTEMH Nepenayl ga 30epeKeHHs] TEPCOHATBHUX
JaHuX B Mepexi [HTepHeT.

IIpeamerom aociakeHHs: € HOpMalbHI popMu 0a3u JaHUX, METOJIU 3aXHCTY,
30epexeHHs Ta aHOHHIMI3alli JaHUX B 3alHUTaX 3AaCTOCYHKIB TPUPIBHEBOI
MIKPOCEPBICHOT apXITEKTYPH.

Mera poGoTH: TOKpAIlEHHS AapXiTEeKTypu HOPMajbHOI (POpMH OO0’ €EKTHUM
MiX00M MPOEKTYBaHHAM 0a3M JaHMX Ta MPOIO3HUIli HOBOTO METO/Ja MAaCKyBaHHS
KOH(D1ICHIIMHUX JaHUX Y TPUPIBHEBOMY MIKPOCEPBICHOMY BEO 3aCTOCYHKY.

MeToau nociiazKeHHsI: aHaAII3 JaHUX Ta OIliHKa MPOIECIB B3aeMO/IIi 3 0a3010,
aHaI3 ICHYIOYUX IIXO0/IB JI0 TPoIiecy aBTopu3allii B 0azax JaHUX.

HaykoBa HOBH3HA TOJISITA€ B HACTYITHOMY:

1. 3amponoHoBaHO MOAM(IKOBAHUM METOJI TPOCKTYBAHHS JaHUX IS
JIOBFOTPHUBAJIOI MIATPUMKH.

2. 3amporoHOBAaHO HOBUU METOJ 3aXMCTy KOH(IAESHUIMHUX NaHUX MpHU X
repeadi BiJl KIIEHTA JI0 cepBepa.

IIpakTHyHa WiHHICTH OTPUMAHUX peE3yJdbTaTIB B poOOTI TMOJATaE B
BUKOPUCTAHHI 3alpONOHOBAHMX METOMAIB 30€pEeKEeHHS Ta 3aXUCTy JaHUX MHJiA

TPUPIBHEBOI MIKPOCEPBICHOI apXiTeKTypH Be03aCTOCyHKa, B pe3yiabTaTi dYoro



MOKPAIIy€eThCd aHOHIMHICTh Tepefadi KOH(PIASHIWHUX JaHUX Ta 3a0€3MedyeThCs
edexTuBHIIIE 30epekeHHs iX B 0a3y JaHUX 31 CHOPOIIEHOI CTPYKTYpOwO 13
MOXJIMBICTIO TOJAJBIIOI Mirpaiii NpU PO3MIMPEHHI MpoeKTa Ta 30epeKeHH]
aKTyaJIbHOCTI HasIBHUX 3aITUTIB.

Oco0ucTuii BHECOK MaricTpaHTa: aHalli3 ICHYIOUMX METOIB MPOEKTYBAHHS
0a3 maHuUX Ta TPOIECY aBTOpHU3allii, po3poOKa Ta TOPIBHSIHHA HOBHUX II1JIXOJIIB
30epekeHHsT Ta  aHOHIMI3alli JaHuX  KopucTyBada. HamaHo  Mmeroamky
MOAM(DIKOBAHOTO METOIY IPOCKTYBAaHHS Oa3H.

Amnpobanisa podorn. OCHOBHI MOJOXEHHS 1 pe3yiabTaTd poOoTH Oyiu
npeacraBiieHi Ta oOrooproBaiiuch Ha || MibKHaponHIi HayKOBO-TPAKTHYHIN
KoH(epeHiist MarictpanTiB Ta actiipantiB «<PERSPECTIVES OF CONTEMPORARY
SCIENCE: THEORY AND PRACTICE», 1-3.04.2024, JIbBiB, YKpaiHa.

IMyoaikanii. Te3u |l MixHapogHOi HAYKOBO-TIPAKTUYHOT KOH(MEpeHIii
marictpanTiB Ta acmipanTiB «PERSPECTIVES OF CONTEMPORARY SCIENCE:
THEORY AND PRACTICE», 1-3.04.2024, JIbBiB, YKpaiHa.

Crartsa «BuUKOpUCTaHHS METAaeBPICTUYHUX aJTOPUTMIB ISl PO3B’S3KYy 3ajadi
KOMIBOsbKepa». KoMIT'FoTepHO-1HTErpoBaHi TEXHOJOTIi: OCBITa, HAyKa, BAPOOHUITBO.
JIynpk, 2024. Bunyck Ne 55 (Bumanus Ykpainu kateropist «by)

Ctpykrypa Ta o0car podorm. Marictepchbka aucepTallis CKIaIaeThCs 3
BCTYIY, TPHOX PO3/LJIIB Ta BUCHOBKIB.

YV ecmyni monmaHo 3arajbHy XapaKTepUCTUKY pOOOTH, 3pOOJIEHO OIIHKY
Cy4acHOTO CTaHy MpoOJieMHU, OOTPYHTOBAHO AKTYaJbHICTh HAMPSIMKY JOCIII>KEHb,
chopMyIIbOBAHO METY 1 3aJ1a4i JOCTIIKEHb, TOKa3aHO HayKOBY HOBH3HY OTPUMAaHHUX
pe3yNbTaTIB 1 MPAKTUYHY IIHHICTH POOOTH, HABEJAEHO BIJOMOCTI MpO ampoOarliro
pe3yJbTaTIB 1 IXHE BIPOBAJKEHHSI.

YV nepwiomy po30ini po3risiHyTO ICHYIOUl METOAM 3aXUCTY MEPEAAHUX JaHUX Y
TPUPIBHEBIA MIKPOCEPBICHINA apXITEKTypl, a TaKOXX MPOBEICHUN aHaNI3 ICHYIOYMX
METOJIIB 30€peKeHHsS JaHUX B pesILiiHIi 0a31 JaHUX, SIKUK Ja€ 3MOTy BU3HAYUTH
OCHOBHI IepeBary Ta HeAOIIKH 3a3HAYEHUX IT1IXO/IB.

Y Opyeomy po3oini nucepraiii ONUCAHO 3arajibHi METOJIUKH IPOBEJICHHS

JOCTIIKEHHS, HABOAATHCA METOAM PIILICHHS 33/1a4 Ta X MOPIBHSUIbHA OLIIHKA. Y HbOMY



TaKO’X HAJaHO METOAU PO3paxyHKy 3 (OpPMYyBaHHSIM TiNOTE3, OILIHKA MOXHUOOK
o0YuCIIeHb, MNPUHIMOM [1i 1 XapakTEPUCTHUKUW 3aCTOCOBAHUX NPOrPAMHUX Ta
anapaTHuX 3aco01B. MiCTSThCS ONMKMCH HAYKOBUX METO/IIB Ta MOJIEJIEH, 3a JOTIOMOT 010
SKUX MOXJIMBE IMiITBEPDKCHHS TIMMOTE3W Ta JOCSITHEHHS pe3yibTaTiB. BpaxoBano
OTPUMAaHHS HOBHMX HayKOBHUX JaHUX, OINKCAHO 1HHOBAIIWHICTh IOCHIKEHb Ta IX
MOKJIMBE MPAKTHYHE BIPOBAKCHHS.

Y mpemvomy po30ini onmucaHO NOCIHIIKCHHs 3allPOIOHOBAHUX O PO3IIIALY
METO/IIB, iX e()EeKTUBHE 3aCTOCYBAaHHA 3 YpaXyBaHHSIM CYyYaCHUX HAYKOBHUX ITiJIXOJIIB
pIIIEHHSI MOCTABJICHUX 3a/1ad. Y LbOMY PO3ALTI BUKIAIEHO X1J1 JOCIIKEHHS, YMOBHU
iX KOpPEKTHOCTI Ta OCHOBHI MYHKTH MPOBEICHHUX IOCIHIIIB. TaKoXX TYT AETaIbHO
BHKJIQJICHO PE3YIbTaTH ITPOBEICHNUX BIIACHUX eKCIIepruMeHTIB. [loka3zaHo, SKMM YHHOM
ix Oy710 OTpHMaHO, Ta OMIMCAHO HOBHU3HY PE3YJIBTATIB.

V 6ucnosxax npencTaBlieHU aHall3 pe3yJIbTaTiB MPOBEACHOI pOOOTH.

[ToBHmit 0o6csr nmucepramii — 117 cropiHok, y Tomy uuciai 82 cCTOpiHKA
OCHOBHOT'O TE€KCTY, 37 PUCYHKa, 2 Tabuuili, 23 cllaii/1iB MPe3eHTAallii.

KurouoBi ciioBa: 6a3a nanux, HopMalizoBaHa 0a3a JlaHUX, HOpMalibHa GopMma,
00’ekTa 0a3a MaHUX, CEPEOBUIIE YIPABIIHHS 023010 JaHUX, CYTHICTh-3B'I30K, MOBa

CTPYKTYPOBaHHUX 3aITUTIB.



ABSTRACT

Relevance of the topic.

It became possible to use this network in everyday life and in various spheres
of business activity with the expansion and complexity of the Internet. Sending
messages between users of e-mail, social networks, interaction with the server,
processing business tasks of public or private companies requires the protection of
the transfer of personal data. The problem of saving them at the database level is also
relevant. The development of a new normal form of database object design will be
useful for the design of new databases with the possibility of its migration and a
simplified structure. The methodology for masking authorization data in a three-tier
microservice application will be useful for data protection.

The purpose of the work: creation of a new normal form of object-oriented
design of databases and a new method of masking confidential data in a three-tier
microservice web application.

The object of the study is the system of transmission and storage of personal
data on the Internet.

The subject of the study improving the normal form architecture by object-
oriented database design and proposing a new method of masking sensitive data in a
three-tier microservice web application.

Research methods: data analysis and assessment of database interaction
processes, analysis of existing approaches to the authorization process.

The scientific novelty consists in the following:

1. There is purpose modified data design method for long-term support.
2. There is purpose method of protecting confidential data.

The practical value of the obtained results in the work consists in proposing
data processing methods for the three-level microservice architecture of the web
application, when using which the anonymity of the transmission of confidential data
Is improved and it is ensured that they are stored in a database with a simplified
structure and with the possibility of further migration when expanding the project

while maintaining the relevance of existing requests.



Personal contribution of the master's student: analysis of existing methods
of database design and authorization process, development and comparison of new
approaches for saving and anonymizing user data.

Approbation of work. The main principles and results of the work were
presented and discussed at the Il International Scientific and Practical Conference of
Master's and Postgraduate Students "PERSPECTIVES OF CONTEMPORARY
SCIENCE: THEORY AND PRACTICE", April 1-3, 2024, Lviv, Ukraine.

The article “USING THE METAHEURISTIC ALGORITHM FOR SOLVING
THE TRAVELER'S PROBLEM?” of the “Computer-integrated technologies:
education, science, production” journal was published in issue #55 of the edition of
Ukraine, category "B".

Publications:

Structure and scope of work. The master's thesis consists of an introduction,
three sections and conclusions.

The introduction provides a general description of the work, assesses the
current state of the problem, substantiates the relevance of the research direction,
formulates the purpose and tasks of the research, shows the scientific novelty of the
obtained results and the practical value of the work, provides information about the
approbation of the results and their implementation.

In the first section, the existing methods of protecting the transferred data in the
three-level microservice architecture are considered, as well as the analysis of the
existing methods of saving data in the relational database, which makes it possible to
determine the main advantages and disadvantages of these approaches.

In the second section of the dissertation, the choice of research areas is
substantiated, the general methods of conducting the research are described, methods
of problem solving and their comparative evaluation are given. It also describes the
main trends and methods of calculation with the formation of hypotheses, estimation
of calculation errors, principles of operation and characteristics of the applied
software and hardware tools. Contains descriptions of scientific methods and models

that help to confirm the hypothesis and achieve the results. The acquisition of new



scientific data is taken into account, the innovative nature of research and its possible
practical implementation are described.

The third section describes the solutions proposed for consideration, their
effective application taking into account modern scientific approaches to solving the
problems. This section describes the course of the research, the conditions for their
correctness, and the main points of the conducted experiments.

The results of our own experiments are also detailed here. It is shown how they
were obtained, and the novelty of the results is described. The results of the work are
presented in the conclusions.

The full volume of the dissertation is 117 pages, including 82 pages of the
main text, 37 figures, 2 tables, 23 presentation slides.

Keywords: database, normalized database, normal form, object database, database
management environment, entity-relationship, structured query language.



