PED®EPAT

AkTtyanabHicTb Temu. [HdpacTtpykrypa sik kog (IaC) crae HEOOXITHICTIO Y
Cy4aCHOMY XMapHOMY CEpEJIOBHUIII 3 PI3HOMAHITTSIM XMapHUX IpoBaiifepiB. 3acoou
[aC n03BOIsII0TH aBTOMATU3YBATH MPOLIEC BCTAHOBIICHHS, KOH(DIrypallii Ta ynpaBiiHHS
1H(pacTPpyKTYypoOrO uepe3 HAMKMCAHHA KOy, 3aMICTh PYYHOTO HAJIAIITYBAHHS KOXXHOTO
pecypcy. OcHoBHa miepeBara BukopuctaHHs laC mossirae B ToMy, IO 1€ pOOUTH
1H(pacTpyKTypy MPOTHO30BaHOIO, TOBTOPIOBAHOIO Ta MacluTaboBaHowo. KpiMm Toro,
yHipikoBanuii miaxin g0 laC 1o3Bojsie CTaHIApTU3YBATU MPOLECH PO3TOPTAHHS
HEe3aJIeKHO BiJI XMapHOTo MpoBaiepa, 1o poOUTh HOro BaXKJIMBUM IHCTPYMEHTOM JIst
KOMaHJ, SIKI MPalol0Th 3 PI3HUMH XMapHUMH cepBicamu. Takuil miaxij MOJErmurye
BU3HAUYCHHS, HaJalITYyBaHHS Ta KEPyBaHHS pecypcamu, 3a0e3neuyrodu Oulblily
€(DEeKTUBHICTh Ta HAIIMHICTh IHPPACTPYKTYPH B LILIIOMY.
O00’ekTOM  JOCTiIKEHHA €  Tpollec  aBTOMaTu3allli  ymnpaBiiHHSA
1H(PpacTpyKTyporO Yepe3 HAMKUCAHHS KOAY.
IIpeameTroM naociaigxkeHnsi € crnocobu BukopuctanHs [aC s crponieHHS
BU3HAYEHHSI XMApHHUX PECYpPCIB Ta CTBOPEHHS YHI(DIKOBAaHUX PIIIEHb AJ Pi3HUX
XMapHUX NpoBaiiepiB.
MeTta po6OTH: CHOPOIICHHS YIOPaBIiHHS XMapHOIO 1H(PACTPYKTYpoOrO Ta
3po0OUTH MPOILIEC PO3TOPTaHHS Ta KEpPyBaHHS pecypcamu Oulblll €()EKTUBHUM 1
yH1()IKOBAaHUM [ KOPUCTYBAY1B.
HaykoBa HOBU3HA M0JISTa€ B HACTYITHOMY:
1. BukoHaHO MOPIBHSUILHUN aHa13 HABHUX BUCOKOPIBHEBUX CIIOCOOIB OMUCY
XMapHO1 IHPPACTPYKTypH, BU3HAYEHO MEPEBArd Ta OOMEXKEHHS IIuX 3acO0IB
JUIsL TIPOLIeCy aBTOMAaTU3allli po3poOKu 1HGPACTPYKTYpH 1 3alPONOHOBAHO
HAIpsAMU 1X IMOKPAILCHHS.

2. Bmepiile 3anpornoHOBaHO HOBUM YHI(IKOBaHMN CHOCIO OMNHCY XMapHOi
iH(pacTpyKTypH, KUl 0a3yeThCs HA yHi(IKallli JeTane, o OMUCYIOThCS
M0 PI3HOMY y PI3HUX MpPOBaNIEPiB XMAPHUX CEPBICIB, A0 OUIbII BUCOKOTO

piBHS  aOcTpakiiii, BIJIPIZHSAETHCS Bl ICHYIOUUX CIPOHIEHHAM a0o



MPUXOBYBAaHHSIM 3arajbHUX OJOKIB, HaJlAlITyBaHHS $KUX, 3a3BUYai,
MOBTOPIOETHCA Y OUIBIIOCTI  MPOEKTIB, MOXJIUBICTIO  KOMIUISILIL
3aMpOINOHOBAHOTO CMOCO0Y Yy MOBH OIKCY XMapHUX PECypCiB pI3HUX
MpoBaiIepiB Ta J03BOJISE CTBOPIOBATH KOH(DIrypalii s poOoTH 3 pi3HUMHU
XMapHUMHU TpoBaiifiepamMu, sIKI BUKOPUCTOBYIOTH pPI3HI CHOCOOH OMNUCY
XMapHOi 1HQPACTPYKTypH, B pe3ylbTari 4Yoro KOoHQITypyBaHHS Ta
yOpaBiiHHS 1H(PACTPYKTYpOIO CTalOTh OUIbII  YHIBEPCAJIbHUMH Ta
HE3aJIeKHUMHU BiJ] KOHKPETHOTO XMapHOTO CEPEIOBHIIIA.

3. BuUKOHaHO TOPIBHSUILHUN aHali3 3alpONOHOBAHOTO CHOCOOYy omucy 3i
cnocobamu onucy CloudFormation, Terraform ta Crossplane 1 moka3zano, 1o
IpU BUKOPUCTAHHI 3allpPOMNOHOBAHOTO CHOCOOY JeTall OMHUCY JEAKUX
pecypciB MPUXOBYIOTHCS, & ONMKC 1HIINX €IEMEHTIB HaJalITyBaHHs, 10 OyIu
PO3MISIHYTI y MPUKIAAaX, TOJAETHCS B OLIbII YUTAOCTIBHOMY Ta 3pYUYHIIIOMY
dbopmari.

IIpakTuyHa UiHHICTBL 1€l PpOOOTH MOJSITaE B MOXKJIMBOCTI 3a0€3MEUYCHHS
e(exTUBHOrO Ta yHI(PIKOBAHOTO CNOCOOY YIMPaBIIHHS XMapHOIO 1H(PACTPYKTYpPOIO
JUIsl OpraHizalliif, siki IUIaHYIOTh iI BUKOPHUCTOBYBaTd. Po3poOnenuil yHidikoBaHUN
croci0 J03BOJISIE 3MEHIIWTHU CKIAJHICTh TPOILIECY PO3TOPTAaHHS Ta KEepyBaHHS
pecypcaMu y XMapHHUX CEpelOBHUINAX, CHOPUSIOYM TMPU I[[HOMY I1JBUILECHHIO
MPOyKTUBHOCTI Ta 3HUKEHHIO BUTPAT yacy Ta pecypciB. Kpim Toro, 3anponoHoBaHuit
cnoci0 Ta po3poOJeHUN KOMMOUIATOp 3a0e3meuyrloTh OuUIbIly THYUYKICTH —Ta
MaciITabOBaHICTh NJi OpraHi3aliid, siki BUKOPUCTOBYIOTh 3aCO0M PI3HUX XMapHUX
MpoBalepiB, MO3BOJISIIOYM iM IIBUJIIE pearyBaTd Ha 3MiHU B Ol3HEC-BUMOTax Ta
3a0e31euyBaTy BUCOKY HAJIIMHICTh CBOET IHPpaCTPpyKTypHu. Takum 4uHOM, po3poOiIeH1
CII0Ci0 Ta KOMMOIATOP MAaOTh MOTEHINAT 3HAYHO MOJICTIIMTH Ta MOKPAIIUTH MPOIIECH
YIpaBIiHHS XMAPHUMU peCypcamu Jisl UPOKOTO CIEKTPY OpraHi3allii.

Anpo0auisa podoru. OCHOBHI MOJIOKEHHSI Ta BIAMIHHOCTI 1CHYIOUHMX 3acO0IB
OMUCY XMapHOi 1HQPACTPYKTypu OyIu NIpeacTaBieHl Ta OOroBOproBajiuCh Ha 16
HayKoBill KoH(QepeHIlli MaricTpaHTiB Ta acmipaHTiB «[IpukianHa maremaruka Ta

komIT roTuHM» [IMK-2023 (Kuis, 28-30 nucromama 2023 p.).



3anponoHoBaHuil cnoci0 OyB pO3DISIHYTHH Y dbaxoBoMy KypHai
«KoM1’1oTepHO-1HTErpOBaH1 TEXHOJIOT1i: OCBITa, HayKa, BAPOOHUIITBO» BUITYCK No54 y
ctarti  «Cnoci®6 yHIpIKOBAaHOTO OMHCY XMapHOI 1H(PACTPYKTypH  PI3HUX
poBanepiBy.

Crpyktypa Ta o0ceaAr podoru. Marictepcbka JucepTallisi CKIAJA€EThCA 3
BCTYITY, YOTUPHOX PO3/ALIIB Ta BUCHOBKIB.

VY ecmyni momaHo 3arajbHy XapakKTepUCTUKY pPOOOTH, 3pOOJEHO OI[IHKY
Cy4acHOTO CTaHy MpoOiemMu, oOrpyHTOBAaHO AaKTyalbHICTh HAMPSIMKY JOCHIIKCHb,
chopMynbOBaHO METY 1 3a/1a4l JOCHIIXKEHb, TOKAa3aHO HAYKOBY HOBH3HY OTPUMaHUX
pEe3yNbTaTIB 1 MPAKTUYHY I[IHHICTH POOOTH, HABEICHO BIJOMOCTI MPO ampoOailito
pe3yabTaTIB 1 IXHE BIPOBAKEHHS.

VY nepwiomy po30ini po3mISIHYTO ICHYIOY1 CIIOCOOM OMUCY 1HPPACTPYKTYpHU SIK
kony (IaC) ta ix BiaminHOcTi. Cepell HUX PO3MISIHYTI Takl MOMYJSpPHI 3acO0H, K
Terraform, Crossplane Ta CloudFormation. Koxxen 3 1nmx 3aco0iB Mae CBOi
0COONMMBOCTI 1 MIAXOAW A0 ONUCy 1HGPACTPYKTYypHU, Takl SIK JEKJIAPATUBHUU YU
IMIIEpaTUBHUYN CTUJIb TPOTPaMyBaHHS, PIBE€Hb a0CTPaKIlii, MATPUMKY PI3HUX XMAPHUX
MpoBaiIepiB, MacIITA0OBaHICTh Ta 1HII (YHKIIOHAIbHI MOKIUBOCTI. AHATI3YI0UH 111
BIIMIHHOCTI, MOKHA BH3HAUYMTH IIepeBarv Ta HEJOJIKH KOXKHOTO 13 3aC001B, a TaKOX
BUOpaTH HAUOUIBII MIAXOASIIUHN ISl KOHKPETHOTO BUMAAKY BUKOPUCTAHHS.

Y  Opyeomy po3dini AOCHIIKEHHS BHUBYAETHCS TEOPETHYHA CKJIaI0Ba
3aMpOINOHOBAHOIO CIIOCO0Y YHI1()IKOBAHOTO OMHUCY PECYPCIB XMapHOI IHPPACTPYKTYPH.
[eit po3nin BkiItoYae B cebe aHaii3 ICHYIOUHX IMiAXO/IB 10 OMUCY IHPPACTPYKTYPH K
KOJly Ta BH3HAUCHHS IXHIX MepeBar 1 HenomikiB. Ha oOCHOBI 1pOro aHamizy
PO3pOOIIIOETHCS KOHIIEMI[ISl HOBOTO YHI1()IKOBAaHOTO MiAXOLY A0 OIUCY, SIKUU BPAaXOBY€
HalKpalll MPakTUKHU 3 ICHYIOUUX CIOCOOIB 1 J101a€ HOB1 (PYHKI[IOHAJIbHI MOXKJIUBOCTI.
VY 1uboMy po3iIi TaKOXX MPOBOJUTHCS OMUC TEOPETUYHUX MPHUHIIUIIIB, IO JIKATH B
OCHOBI pO3pO0OJIEHOTO0 HOBOTO CIIOCO0Y, HOTO KOHIENTyalbHa MOJIENb Ta apXITEKTypa.
B pesynbpraTi aHamizy TEOPETUYHUX aCMEKTIB (OPMY€EThbCs 0Oazuc s MOJATbIIOT

PO3pOOKH Ta BIIPOBAIKEHHSI HOBOTO YHI(PIKOBAHOTO CIIOCOOY OIMUCY PECYpPCiB XMAPHOI

iH(]pacTpyKTypH.



Y mpemwvomy po30ini MIpOBOAUTHCS JAOKIATHUM OMKMC PO3POOKH Ta peasizallii
3aMpOINOHOBAHOIO CIIOCO0Y YHI1()IKOBAHOTO OMUCY PECYPCIB XMapHOI IHPPACTPYKTYPH.
[TounHatouM 3 BHU3HAUEHHS HEOOXIJHUX MPOrPAaMHUX TEXHOJOTIM Ta 3aco0iB,
PO3MIISAIAE€THCS KPOK 3a KPOKOM pO3poOKa MpOorpaMHOro pimieHHs. B npoMy posaui
OMUCYIOThCA JIeTall 1 CTPYKTypa HOBOrO 3aco0y, HOro Kio4yoBi (PYyHKI[IOHAJbHI
MOXJIMBOCTI Ta aJITOPUTMH, 1110 BUKOPUCTAH1 JJisl peanizaiii. Takox po3misgaloTbes
BAXJIMBI AaCHeKTH, Taki SK oO0poOka NOMUIOK, 3a0e3nedyeHHs Oe3nmeKku Ta
MacmTaboBaHIiCTh cucTeMu. Kpim Toro, y oMy po3auni HaBOAATHCS MPUKIAAN KOTY
Ta UTIOCTpallii, K1 I€MOHCTPYIOTh pealibHl BUMAJAKA BUKOPUCTAHHS HOBOTO CIIOCOOY
OMHUCY IJisi OIMHUCY PECYPCIB Yy PIZHUX XMapHUX CepeoBuUIaXx. B pe3ynbrari mboro
PO3/UTy YUTa4y OTPUMY€E MOBHUMN YSABICHHS MPO TEXHIUHY peaii3alliio Ta MOXIMBOCTI
HOBOTO YH1()iKOBAaHOTO CIIOCOOY OMUCY PEeCypPCiB XMAPHOI IHPPACTPYKTYPH.

Y uemeepmomy po30ini TPOBOAUTHCS MOPIBHSIBHUM aHANI3 3alpOINOHOBAHOIO
croco0y yHi(IKOBAHOTO OMUCY XMapHOi 1H(PACTPYKTYypH 3 ICHYIOUMMHU CHOCO0aMu
onucy. IlopiBHSHHS BHUKOHYETBbCS 3a KPUTEPISIMU MPOCTOTU BUKOPUCTAHHS,
MacIITaOOBaHOCTI1, 3MEHIIIEHHS KUIBKOCTI IIOMMJIOK Ta JEIKHUMH 1HIIUMHA. Big3HaueHo
NepeBaru Ta HeJO0MIKY 3alPONOHOBAHOTO crloco0y. Takox aHali3y€eThbCs BIUIUB HOBOTO
croco0y Ha MIBUJIKICTH PO3TOPTAHHSI, 3PYUYHICTh YIPABIIHHS, 3HWKECHHS BUTpaAT Ta
1HIII1 TOKa3HUKH, SIKI MOXKYTh OyTH BaXXJIMBUMH JJIsI OpraHi3allii, a TakoX BU3HAYEHO
MEPCIEKTUBUA MOTO BUKOPUCTAHHS.

VY sucnoexax npencTaBiieHl pe3yabTaT MPOBEACHOI POOOTH.

PoGora mpencraBiena Ha 98 apkymax, MICTHUTh HNOCHJIAHHS Ha CIHCOK
BUKOPUCTAHUX JIITEPATYPHUX JIKEPEL.

KurouoBi ciioBa: xmMapHa iHppacTpyKTypa, XMapHHil npoBaitaep, Infrastructure

as Code (IaC), xmapHi pecypcu, aBTOMAaTH3AII1s OIHCY.



ABSTRACT

Relevance of the topic. Infrastructure as a Code (IaC) is becoming a necessity
in today's cloud environment with a variety of cloud providers. This tool allows you to
automate the process of installing, configuring, and managing infrastructure by writing
code instead of manually configuring each resource. The main advantage of 1aC is that
it makes the infrastructure predictable, repeatable, and scalable. In addition, a unified
approach to [aC allows you to standardize deployment processes regardless of the
cloud provider, making it an important tool for teams working with different cloud
services. This approach makes it easier to define, configure, and manage resources,

ensuring greater efficiency and reliability of the overall infrastructure.

The object of research is the process of automating infrastructure management
by writing code.

The subject of the study is the use of [aC to simplify the allocation of cloud
resources and create unified solutions for different cloud providers.

Objective: to analyze existing tools for automating infrastructure as code (IaC)
management and develop a new unified tool. This tool should be more abstracted,
which will make it easier to learn. It will also be possible to use it in different cloud
providers without depending on a specific environment. The main objective is to create
a solution that will simplify cloud infrastructure management and make the process of
deployment and resource management more efficient and unified for users.

The scientific novelty lies in:

1. A comparative analysis of the existing high-level methods for describing cloud
infrastructure is carried out, the advantages and limitations of these tools for the
process of automating infrastructure development are identified, and directions
for their improvement are proposed.

2. For the first time, a new unified way of describing cloud infrastructure is
proposed, which is based on the unification of details that are described
differently by different cloud service providers to a higher level of abstraction,

differs from the existing ones by simplifying or hiding common blocks, the



configuration of which is usually repeated in most projects, the ability to compile

the proposed method into the languages of describing cloud resources of

different providers and allows you to create configurations for working with
different cloud providers that use different languages.

3. A comparative analysis of the proposed description method with the
CloudFormation, Terraform, and Crossplane description methods is performed
and it is shown that when using the proposed method, the details of the
description of some resources are hidden, and the description of other
configuration elements that were considered in the examples is presented in a
more readable and convenient format.

The practical value of this work lies in the possibility of providing an efficient
and unified way to manage cloud infrastructure for organizations planning to use it.
The developed unified method reduces the complexity of the process of deploying and
managing resources in cloud environments, while contributing to increased
productivity and reduced time and resource costs. In addition, the proposed method
and the developed compiler provide greater flexibility and scalability for organizations
that use tools from different cloud providers, allowing them to respond more quickly
to changes in business requirements and ensure high reliability of their infrastructure.
Thus, the developed method and compiler have the potential to significantly facilitate
and improve the processes of managing cloud resources for a wide range of
organizations.

Aprobation of the work. The main provisions and differences of the existing
tools for describing cloud infrastructure were presented and discussed at the 16th
scientific conference of undergraduate and graduate students “Applied Mathematics
and Computer Science” PMC-2023 (Kyiv, November 28-30, 2023).

The proposed method was reviewed in the professional journal “Computer-
Integrated Technologies: Education, Science, Production”, issue #54, in the article “A
method of unified description of cloud infrastructure of different providers”.

Structure and scope of the work. The master's thesis consists of an

introduction, four chapters, and conclusions.



The introduction presents a general description of the work, assesses the current
state of the problem, substantiates the relevance of the research area, formulates the
purpose and objectives of the research, shows the scientific novelty of the results
obtained and the practical value of the work, provides information on the testing of the
results and their implementation.

The first section discusses existing ways to describe infrastructure as code (IaC)
and their differences. Among them, such popular tools as Terraform, Crossplane, and
CloudFormation are considered. Each of these tools has its own features and
approaches to describing infrastructure, such as declarative or imperative programming
style, level of abstraction, support for different cloud providers, scalability, and other
functionalities. By analyzing these differences, you can identify the advantages and
disadvantages of each tool and choose the most suitable one for a particular use case.

The second section of the study examines the theoretical component of a new
way of unified description of cloud infrastructure resources. This section includes an
analysis of existing approaches to describing infrastructure as code and identifying
their advantages and disadvantages. Based on this analysis, a concept of a new unified
approach is developed that takes into account best practices from existing methods and
adds new functionality. This section also describes the theoretical foundations and
principles underlying the developed new method, its conceptual model and
architecture. The analysis of the theoretical aspects forms the basis for further
development and implementation of a new unified method for describing cloud
infrastructure resources.

The third section provides a detailed description of the process of implementing
the proposed method of unified description of cloud infrastructure resources. Starting
with the identification of the required software technologies and tools, the development
of the software solution is discussed step by step. This section describes the details and
structure of the new tool, its key functionalities, methods and algorithms used for
implementation. Important aspects such as error handling, security, and scalability of
the system are also discussed. In addition, this chapter provides code samples and

tllustrations that demonstrate real-world use cases for the new tool to describe



resources 1n various cloud environments. As a result of this chapter, the reader gets a
complete picture of the technical implementation and capabilities of the new unified
way of describing cloud infrastructure resources.

The fourth section compares the proposed method of unified description of cloud
infrastructure with existing methods and tools. For this purpose, we use the criteria of
efficiency, ease of use, scalability, reliability, and other parameters. The section
discusses the advantages and disadvantages of the proposed method in comparison
with other popular infrastructure management tools as code. It also analyzes the impact
of the new method on the speed of deployment, ease of management, cost reduction,
and other indicators that may be important for organizations. This section helps to
determine the advantages and prospects of using the proposed method compared to
alternative options, which contributes to the realization of its practical value and
effectiveness.

The conclusions present the results of the work carried out.

The paper is presented on 98 pages and contains references to the list of used
literature.

Keywords: cloud infrastructure, cloud provider, Infrastructure as Code (IaC),

cloud resources, description automation.



