AHOTALIA

Kranidikamiitna poGoTa BKJIFOYAE MOSCHIOBAJIBHY 3alUCKY (--- C., -- PUC. -
Ta0J1., - TOJATKH).

O06'exT po3podku — ctBopeHHs VPN-kimienTa 115t macOS Ha OCHOB1 MPOTOKOITY
WireGuard.

Onuc po3poOku: IumioMHUN TPOEKT MPUCBSIYCHUN CTBOPEHHIO KITIEHT-
CEpBEPHOI0 3aCTOCYHKY, SIKUW BKIItoUae kopuctyBalbkuii inTepdeiic (Ul) ta
donoBwmit mporiec (daemon). KopucrtyBarpkuii iHTepdeiic peanizoBaHo 3a JOTTOMOTOIO
Cy4YaCHHUX TEXHOJIOT1H, 1110 3a0e3evy€e B3aEMO/IIF0 KOPUCTYBaya 3 CUCTEMOIO,
ABTOPH3ALIII0 Ta MOHITOPUHT CTaHy 3'eHaHb. DOHOBUI MpOLEC BIANOBIIAE 32
kepyBaHHs VPN-TyHenssMu Ta yIpaBIliHHS HAJIAITYBaHHAMU Mepexi. st peanizarii

VPN-TyHenB BUKOPHUCTOBYIOTHCSI KOMaH IH1 YTUJIITH wireguard-tools.

B nporieci po3po6ku Oy BUKOpUCTaH1 MOBHU TiporpamyBanHs C# ta
JavaScript. C# 3acTocOBaHO JUIsl CTBOPEHHS HaJ1HHOTO oHOBOTO Ipouecy (daemon)
utst kKepyBaHHsL VPN-TyHemsiMu, a Takox 7151 pO3pOOKH KOPUCTYBAITLKOTO
iHTepdeiicy. JavaScript BUKOPUCTOBY€ETHCS 17151 KEpYBaHHs JIoKaabHUM caiitom Ul,

110 3a0e3Mneuye rHyYKICTh Ta aJalTUBHICTb IHTEP(ENCY.

B xox1 po3po0xu:

e [IpoBeneno anamni3 icHyrounx VPN-KII€EHTIB Ta IPOTOKOIMIB.

o CdopmynboBano Bumoru 10 VPN-kiienTa Ha ocHoBl WireGuard.

e Po3po6ieHo KiTi€HT-CepBEpHUI 3aCTOCYHOK 3 THTYITUBHO 3p0O3yMIIUM
iHTEepdeicoM.

e Bukonano TectyBanHs Ha ruiargopmi Amazon AWS st mepeBipku poooTH y

PI3HUX MEPEKEBUX KOHQITypaIisix.

Kirouosi ciioBa: VPN-KJIIEHT, WireGuard, macOS, C#, JavaScript,
BE3IIEKA IHTEPHET-3'€/IHAHD.
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ABSTRACT

The qualification work includes an explanatory note (--- pages, -- figures, -
tables, - appendices).

Development Object — the creation of a VPN client for macOS based on the
WireGuard protocol.

Development Description: The diploma project is dedicated to the creation of a
client-server application that includes a user interface (UI) and a background process
(daemon). The user interface is implemented using modern technologies, ensuring
user interaction with the system, authorization, and connection status monitoring. The
background process is responsible for managing VPN tunnels and network settings.

Command-line utilities wireguard-tools are used to implement VPN tunnels.

During the development process, C# and JavaScript programming languages
were used. C# was applied to create a reliable background process (daemon) for
managing VPN tunnels, as well as for developing the user interface. JavaScript is
used to manage the local Ul site, providing flexibility and adaptability of the

interface.

Development Process:
e Analyzed existing VPN clients and protocols.
e Formulated requirements for the VPN client based on WireGuard.
e Developed a client-server application with an intuitive interface.
e Conducted testing on the Amazon AWS platform to verify operation in various

network configurations.

Keywords: VPN CLIENT, WireGuard, macOS, C#, JavaScript, INTERNET
CONNECTION SECURITY
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