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AKTyaJIbHICTH TEeMH: MpoOJieMa MIrpaiii MK XMapHUMH MPOBaHJEpaMu €
Ty’Ke aKTyaJIbHOIO y Cy4yacHOMY 1H(OpMaliiHOMY Ta TEXHOJIOTIYHOMY CBITi. XMapHi
MOCIIYTH CTalld Ba)KJIMBOIO 4YacTHHOW Oi3Hec Ta IT-iHdpacTpykTypu mins OaraTbox
KOMIIaHii Ta opraxizauiid. [Ipore, 3 YacoM BHHHMKA€e HHM3KAa CUTyalllld, KOJH
KOpHCTyBauaM a00 KOMIIaHiIsIM IOTPiIOHO NEPEMICTHTH CBOi JaHi, JOJATKH abo
OOYMCIIOBAJIbHI PECYpCH 3 OJIHOIO XMapHOTo MpoBaifepa 10 1HIIOrO, OCh KiIbKa
MIPUYHH:

1. OnTumizariiss BHUTpaT: IIHK HA XMapHy 1HOPACTPYKTYpPy MOCTIHHO
3MIHIOIOTBCS, PI3HI XMapHI MpoBailiepy MarOTh PI3HY LIHOBY MOJIITUKY, CEPBICHU B
OUIBII BIAJAJEHUX pErioHaxX, SK MPaBHIO, KOWTYIOTh Jopokde. ONTUMi3yBaTu
BUTPATH MOK€ JTOTIOMOTTH aHalli3 aHAJOTIYHMX MPOMO3HUINKN BIJ 1HIIUX XMapHHUX
IpoBaiiiepiB Ta Mirparfis.

2. TlomiTuyHi Ta perynaTopHi oOMexkeHHs: B pi3HMX kpaiHax MOXyTh OyTH
BBeJIcHI OOMEXEeHHs I10j10 30epiranHs abo oOpoOKH JaHUX B XMapHHUX IIEHTpax,
Hanpukiaaa, GDPR ta HIPAA

3. besmeka: pi3Hi npoBaiiepu XMapHUX MOCIYT MalOTh Pi3HI PiBHI 3aXUCTY Bij
KibepaTak, JOCUTh PO3BUHECHHMI B IIboMY HanpsiMky AWS 110 mae taki cepsicu sik Web
Application Firewall ta Shield.

4. HoBi TexHONOTii: NeAKi XMapHI TPOIMOHYIOTh YHIKajdbHI PIIICHHS 3
BUKOPUCTAaHHSAM HOBHUX TEXHOJIOTIH $IKlI HE JTOCTYNHI a00 HE AOCTaTHbO PO3BUHEHI B
KOHKYPEHTIB.

5. HaniiiHiCTh Ta 3MaTHICTH PO3IIMPIOBATHCS: B cepeaHbomy, cepBicu GCP
OyBaloTb HEAOCTYIIHI 4YacTimie 3a aHamoriui ceppicm AWS, wirpamis Moxe
JIOTIOMOT'TH Y BUIIAJIKY KOJH JIOCTYMHICTh CUCTEMH € KPUTUYHUM (DaKTOPOM

VY minoMy, Mirpamis MiK XMapHUMHU MpoBaiaepamMu - 1€ CKIaJHUHA 1
CTpaTeriuHuil mpouec, SKUM MOXe MaTh BeIUMKu BB Ha O13Hec 1 IT-

1HMpacTPyKTypy KOMIIaHii



Bupimenns mnux mnpobieM BUMarae riauOOKOro aHamildy, IUIaHyBaHHS Ta
peasnizauii, 1 BIAMOBIIHI PILIEHHS MOBUHHI OyTH NMPUHHATI 3 YpaxyBaHHIM OaraTtbox
(akTopiB, BKIIIOUAOUH 0€3MeKy, €PEKTUBHICTh Ta BapTICTh.

O0’ekTOM [OCTII:KEHHS € Tpollec Mirpamii 1HQpPacTpyKTypu MporpamMHoOi
CHCTeMH MK XMapHUMH TpOBaiiepamu.

IIpenmeTomM aociimkeHHs € criocoOu i 3acobm Tpancisii Infrastructure as
Code ckpunTiB a1 BUKOHAHHS Mirpariii iHppacTpyKTypH MPOrpaMHOI CUCTEMH.

Metorw po0dOTH € CTBOPEHHA YTWITH Uil TPAHCISALII MOB OIUCY
1HDpacTpyKTypH, IO MOKe OyTH BHUKOpPHUCTaHA IJsi MIrpamiii MiK XMapHUMHU
IpOBaKIepaMH.

HaykoBa HOBHM3HA oO/iep:KaHUX Ppe3yJbTATiB HACTYNHAa:  BIEpIIE
3aIPOIIOHOBAHO CHOCIO Mirparii MK XMapHUMHU MpOBaijepaMu 3a JIOIIOMOT'OIO
tpanciaii |AC (Infrastructure as Code), sikuii Bipi3HAETHCS Bl IHIIUX THM, IO JA€
3MOTY TPOBECTH Mirpaiiro 06e3 po3ropTaHHs Bci€l 1HOPACTPYKTYpPHU MPOTPaMHOI
CUCTEMH, IO 3MEHIIY€E 3arajibHy BapTICThb TaKOi Mirpaii Ta poOUTh MOXIUBUMU
MIrpallii HEMOBHUX CKPUIITIB.

IIpakTnuna win”icth. [Iporpama po3poOieHa B maHiil auceprallii BUPIIIYE
npoOiemy Mmirpaiiii iHppacTpykTypu. Pecypcu MoxkyTh OyTH NIEpeHeceH1 BiJ OJHOIrO
XMapHOTO TMpoBaiiiepa 10 IHIIOTO BpPYy4YHY ab0 X 3 BHUKOPUCTaHHSIM OJHOTO 3
ICHYIOUHX CEPBICIB, III0 aBTOMATH3YIOTh 11eH Ipoiiec. MaHyaIbHUN TiX11 MOXKE CTaTH
NPUYUHOIO O€3J114l MOMUJIOK Yepe3 HEYBaKHICTh JIIOJEH, aBTOMaTH3alllsd JI0oMarae
3HMU3UTHU NOA10H1 pu3uku. Ha BiIMiHY BiJl iICHYIOUHX PillI€Hb, CIIOCIO MPEICTaBICHHI B
i poboTi He mMmoTpedye PpO3ropHYTOI 1HPPACTPYKTYpPH 1 A€ 3MOTY 3I1ACHUTU
Mirparliro Jiuiie Ha ocHoBI terraform ckpumnris.

Anpobaunia podoru. OCHOBHI pe3yibTaTH poOOTH Ta POPMYIIOBAHHS HOBOTO
crioco0y OyiM mpescTaBiIeHl Ha HayKOBO-TIPAKTUYHIN KOH(pEpeHIli MaricTpaHTiB Ta
acnipanTiB «IIpuknagHa maTemarrka Ta oouncitoBainbia TexHikay [IMK-2023 (Kuis,

muctomnan). 28-30, 2023) ta na Il MixkHapoaHiit HAyKOBO-IPAKTHYHIN



1HTepHET-KOHpepeHIIii « [HHOBaIT Ta MepCIEKTUBHI MUISXU PO3BUTKY 1HGOPMAIIITHUX
texHosorii» I[TTIHPIT-2023

Crpykrypa Ta 00cAr podorm. MaricTepcbka aucepTalisi CKJIAJa€eTbCs 3
BCTYIY, YOTUPHOX PO3/LTIB Ta BUCHOBKIB. Y BCTYIII MOJJAHO 3arajbHy XapaKTePUCTUKY
po60TH, 3p00JICHO OIIHKY CY4aCHOT'O CTaHy MpoOJjieMH, OOTPYHTOBAHO aKTyaJIbHICTh
HAMPSAMKY JOCIIHKeHb, CPOPMYITHOBAHO METY 1 3a7a4i
JOCIIIKEHb, TIOKAa3aHO HAyKOBY HOBU3HY OTPHUMAHUX PE3YJbTATIB 1 MPAKTUUHY
LIHHICTb pOOOTH, HABEAEHO BIJOMOCTI MpO amnpodamio pe3yiabTaTiB 1 IX
BIIPOBAKCHHS.

VY mepiiomy po3iii po3rISIHYTO ICHYIOYI CIOCOOM ONMUCY 1IHPPACTPYKTYpH Ta
IporpamMHi NPOAYKTH SIK1 31aTHI BUPIIIUTU IPpOoOIeMy MIrpaiiii, po3riisiHyTO IepeBaru
3aMpONOHOBAHOTO MPOTPAMHOTO TTPOIYKTY.

VY npyroMmy pos3nuii HaBEIEHO Pe3yJbTaTH JOCIIKEHHS CIIOCOOIB TPaHCIAIIT
pecypciB mija yac mirpaiii 3 GCP na AWS

VY TperboMy po3niii GOpPMYIOTHCS OCHOBHA METOIMKA BUKOHAHHS TPAHCIIAILI,
pPO3IJIAHYTI MpoOJEeMU MpU MIrpamii MK XMapHUMHU MpoBalJepamH, CHOCOOM ix
BUPIIIECHHS Ta  KOMIIPOMICH.

VY derBeproMy PpO3AUII HaAaHl TPUKIAIM BUKOPUCTAHHS YTHIITH JUIs
TPAHCHAMIT KUIBKOX CKPUNTIB IO MICTITh JACKiIapamii HaWOIIbII TOMYISpHUX
pecypciB, BAKOHAHO PO3TOPTAHHS PE3ybTyr0unX cKpunTiB Ha AWS u1st mepeBipku ix
KOPEKTHOCTI.

Y  BUCHOBKax  MpeACTaBlieHI  pe3yJbTaTH  BUKOHAHOi  pOOOTH.
Po6ota npencrasnena Ha 100 apkyiax, MiCTUTh IOCUJIAHHS Ha CTUCOK BUKOPUCTAaHUX

JITEPATYPHUX JIKEPEIL.

KarouoBi cioBa: xmaphi nposaiinepu, Infrastructure As Code, AWS, GCP,

Mmirpartis iHppacTpyKTypu



ABSTRACT

Relevance of the topic: the problem of migration between cloud providers is
highly relevant in today's information and technological world. Cloud services have
become an important part of business and IT infrastructure for many companies and
organizations. However, over time, several situations arise when users or companies
need to move their data, applications, or computing resources from one cloud provider
to another, for several reasons:

1. Cost Optimization: Prices for cloud infrastructure constantly change, different
cloud providers have different pricing policies, and services in more remote regions
generally cost more. Cost optimization can be achieved by analyzing similar offerings
from other cloud providers and migrating.

2. Political and Regulatory Limitations: Different countries may impose
restrictions on the storage or processing of data in cloud centers, for example, GDPR
and HIPAA.

3. Security: Different cloud service providers have different levels of protection
against cyberattacks, with AWS being quite advanced in this area, offering services
like Web Application Firewall and Shield.

4. New Technologies: Some cloud providers offer unique solutions using new
technologies that are not available or sufficiently developed by competitors.

5. Reliability and Scalability: On average, GCP services are unavailable more
often than similar AWS services. Migration can help in cases where system availability
IS a critical factor.

Overall, migration between cloud providers is a complex and strategic process
that can have a significant impact on a company's business and IT infrastructure.
Addressing these issues requires in-depth analysis, planning, and implementation, and
the appropriate decisions must be taken into account considering many factors,
including security, efficiency, and cost.

The object of research is the process of migrating the infrastructure of a

software system between cloud providers.



The subject of research are methods and tools for translating Infrastructure as
Code scripts to perform migration of a software system.

The purpose of the work is creation of a utility for translation of infrastructure
description languages that can be used for migrations between cloud providers.

A scientific novelty. For the first time, a method of migration between cloud
providers using IAC (Infrastructure as Code) translation is proposed, which differs
from others in that it allows for migration without deploying the entire infrastructure
of the software system.

The practical value. The application developed in this dissertation addresses
the problem of infrastructure migration. Resources can be transferred from one cloud
provider to another either manually or with the help of one of the existing services that
automate this process. The manual approach can lead to numerous errors due to human
inattention, while automation helps to reduce such risks. Unlike existing solutions, the
method presented in this work does not require infrastructure to be deployed and allows
migration to be carried out based solely on Terraform scripts.

Approbation of the work. The main results of the work and the formulation of
a new method were presented at the Scientific Conference of Master's and Postgraduate
Students "Applied Mathematics and Computing"” PMK-2023 (Kyiv, November 28-30,
2023) and at the Il International Scientific and Practical Internet Conference
"Innovations and prospective ways of development of information technologies”
IPSHRIT-2023

The structure and volume of the work. The Master's thesis consists of an
introduction, four chapters, and conclusions. The introduction presents a general
characterization of the work, an assessment of the current state of the problem,
justification of the relevance of the research direction, formulation of the purpose and

objectives of the research, demonstration of the scientific novelty of the obtained



results and the practical value of the work, and information about the testing of results
and their implementation.

In the first chapter, existing methods of infrastructure description and software
products capable of solving the problem of migration are considered, and the
advantages of the proposed software product are discussed.

In the second chapter, the results of researching methods of resource translation
during migration from GCP to AWS are presented.

In the third chapter, the main methodology for performing the translation is
formed, problems encountered during migration between cloud providers are
considered, solutions and compromises are discussed.

In the fourth chapter, examples of using the utility for translating several scripts
containing declarations of the most popular resources are provided, and the deployment
of the resulting scripts on AWS for verifying their correctness is performed.

The conclusions present the results of the work done.

The work is presented on 92 pages and contains references to a list of used

literary sources.
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