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AKTYyaJbHICTh TeMU. 3 OrHOIeHHM ITUGPOBI3allii Cy4acHOTO CyCIiIbCTBA
BUHHMKAIOTh HOBI BHUKJIMKK y 3a0e3redeHH] KOH(IICHIIMHOCTI Ta Oe3neKu
iH(popMarlii, sika OOMIHIOETBCS Yepe3 KOMM'IOTEpHI Mepexi. ACHUMETpUUHI
aNropuT™Mu MUGPYBaHHS CTAlOTh KIOYOBUMH IHCTPYMEHTAMHU Y 3aXHCTI
JTAHUX B1Jl HECAHKIIIOHOBAHOTO JOCTYIIY.

O0’ekTOM MOCITIIZKEHHA € Mpouec nepenayi iHopmanii B KOMI'IOTEPHUX
Mepexax, Jie 1aHi 3amu@poBaHi aCHMETPUUYHUMU aITOPUTMAMH.

IIpeameTroMm gocaigkeHHsi € BHBYECHHS Ta aHam3 e(EeKTUBHOCTI
aCUMETPUYHUX AJITOPUTMIB y 3abe3nedeHHl Oe3nexku nepenadi iHopmarii
yepe3 KOMI'FOTEpHI Mepexi.

Meta poGOTH. [OCHIKEHHS Ta OI[IHKA 3aCTOCYBAHHS aCUMETPUUYHUX
QITOpUTMIB y mepenadi 3amudpoBaHoi iHdopmalii B KOMMI'IOTEPHHUX
MEpekax, a TaKoX po3poOKa peKOMEHJAIlN IMOJ0 MOKPAIICHHs MPOIECiB
mu@pyBaHHs Ta JemubpyBaHHs JaHUX.

HaykoBa HoBu3Ha. Po3po0iieHMiI 3aCTOCYHOK JI03BOJISIE  BiIIPABISITH
MOBITOMJICHHS, 3amu(poBaHi aCUMETPUYHUMHU aITOPUTMAMHU. 3aCTOCYHOK
JEMOHCTPYE HATJISAHICTE POOOTH aCUMETPHUYHOTO MHU(PYBaHHS Ta
MO>KJIUBICTh BUKOPUCTOBYBATH 111 AJICOPUTMHU YEPE3 TOTOBUM 1HTEpPEIC.

IIpakTuyHa niHHicTb. Pe3ynpTaTi JOCHIKEHHS MOXKYTh OyTH BUKOPUCTaH1
IUIsL pO3pOOKM Ta YJOCKOHAJIECHHsI 3ac0o01B 3axHCTy 1H(poOpMalii B PI3HUX
cdepax, BKIIIOUYaI0YM (PiHAHCH, MEIUIIMHY Ta raiy3i, MOoB's3aHi 13 30epiraHHsIM
0COOMCTHX JaHUX.

Anpobauissi po6oru. OCHOBHI TOJIOXKEHHSI Ta Pe3yJbTaTH POOOTH Oyiu
Ipe/cTaBieHl Ta 00roBoproBanuch Ha V MiXHapOHIA HAYKOBO-TIPAKTHUYHIM
KoH(pepeHIii MOJOAUX BYEHUX Ta CTYIEHTIB «lHXKeHepis mnporpamMHOro
3abe3neueHHs 1 mepeoBi indopMartiitai Texuosorii» (SoftTech-2023)

CtpykTtypa Ta 06car pod6oTu. /J(umioMHa podora CKiIagaTUMEThCS 3 BCTYITY,
JOTUPHOX PO3LTIB, BUCHOBKIB Ta CIIHCKY BUKOPUCTAHUX JIKEPEIT JTITEPATYPH.
3aransHui 06csT poOOTH Oye cKiIaaaTu /2 CTOPIHKHY.

KuarouoBi cioBa: acumerpuune mudpyBaHHs, mUPpPyBaHHS, aCHMETPUYHI
NrOpUTMHU K (PYBaHHS



ABSTRACT

Relevance of the topic. With the deepening digitization of contemporary
society, new challenges arise in ensuring the confidentiality and security of
information exchanged through computer networks.

The object of research is the process of transmitting information in

computer networks where data is encrypted using asymmetric algorithms.

The subject of research is the study and analysis of the effectiveness of
asymmetric algorithms in securing the transmission of encrypted information
in computer networks, as well as the development of recommendations for

Improving data encryption and decryption processes.

The purpose of the study. The goal of this thesis is to investigate and
evaluate the application of asymmetric algorithms in the transmission of
encrypted information in computer networks, as well as to develop
recommendations for improving encryption and decryption processes.

Scientific novelty. The developed application allows sending messages
encrypted with asymmetric algorithms. The application demonstrates the
transparency of asymmetric encryption and the ability to use these algorithms
through a ready-made interface.

The practical value of obtained results can be used to develop and
improve information security tools in various sectors, including finance,

medicine, and areas related to the storage of personal data.

Approval of the work. The main provisions and results of the work were

presented and discussed at the V International Scientific and Practical



Conference of Young Scientists and Students "Software Engineering and
Advanced Information Technologies" (SoftTech-2023).

Structure and scope of the work. The thesis will consist of an
introduction, four chapters, conclusions, and a list of used literature sources.

The total volume of the work will be 72 pages.

Keywords: asymmetric encryption, encryption, asymmetric encryption

algorithms



