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AKTyaJIbHICTL TeMH. Maricrepcbka aucepTarlis MpUcBsIYeHa po3poOIll Ta
aHamizy wmoaudikoBaHoro anroputmy Time-Based One-Time Password s
OOMEKEHHS JIOCTYMYy JI0 PECYpPCIB Y BUCOKOHABAHTAXKEHUX CHUCTEMax, BaXKJIUBa y
cdepi kibepOe3neKn Ta TEXHOJIOTiH. Y cydacHOMY ITU(DPOBOMY CEPEIOBHIII, 3aXUCT
iHbopMariii Bim kibep3arpo3 € HaJa3BHYAHO aKTyaJdbHUM. BHCOKOHaBaHTaKeHi
CUCTeMH TOTPeOyI0Th €()EKTUBHOTO Ta IIBHUJKOTO METOMy aBTeHTHdIKaIi, 1mo0
3a0e3neynT Oe3MeKy Ta YHHUKHYTU MEepPEeBaHTaXEHHS pecypciB. MoaundikoBaHuit
anmroputm TOTP moxe cTtat epeKTUBHUM I1HCTPYMEHTOM i 3a0e3medeHHs
Oe3MeKku Ta 3HIKEHHSI HABAHTAKEHHA Ha cucTeMy. Take JTOCHIIKEHHS Ma€ BEIIMKe
3HAUEHHA /JI1 TOJIMIIEHHS METOJIB 3aXMCTy Ta 3a0e3leyYeHHs CTIMKOCTI Ta
HIBUIKOCTI JIOCTYIy Y BUCOKOHABAHTAXKEHUX CHCTEMaxX

O0’ekTOM JOCJTITKEHHs] € BUKOpUCTaHHA anroputMmy Time-Based One-
Time Password (TOTP) g1 oOMexeHHS [IOCTYIy JI0 pecypciB Yy
BHCOKOHABAHTAXKEHUX CHUCTEMAaX.

IIpeameTom fociixkeHHsi € po3poOka Ta aHamiz MOAU(DIKOBAHOTO
anroputMy Time-Based One-Time Password (TOTP) npns onTumizamii Tta
NIJBUILIEHHSI O0e3nekn 0OMEKEHHs JOCTYIy 0 PECYPCIB Y BUCOKOHABAHTAKEHHMX
CHCTEMaXx.

Meta po6oTu: noisrae y BUBYEHHI, po3poOIli Ta OIIHII MOIU(DIKOBAHOTO
anroputMy Time-Based One-Time Password (TOTP) gmns migBumieHHs
ehekTUBHOCTI Ta  Oe3meku  OOMEXKEHHs  JOCTylly 10  PEecypciB y
BHCOKOHABaHTA)XEHUX cucTeMax. OCHOBHUMH IUJIAMH € aHaI3 iICHYIOUMX METOIB
oOMeXXeHHS JOCTyIy, po3poOka moaudikoBaHoro aaroputmy TOTP, BusiBieHHs ta
OIlIHKAa HOTO TepeBar y KOHTEKCTI €()EeKTHUBHOCTI, HAJIMHOCTI Ta CTIAKOCTI [0
MOTEHIIMHUX KiOep3arpo3. MeTa TakoX BKJIIOUA€ B ce0e BU3HAYEHHS ONTUMAJIBHUX
YMOB Ta CIIEHapiiB 3aCTOCYBaHHS IIbOTO alTOPUTMYy B BHCOKOHABAHTAXCHHX
CUCTEMAaX, 3a0€3MeUyI04H BUCOKY 3aXHUIIEHICTh Ta 3HIKCHHS] HETaTUBHOTO BILJIUBY

Ha IPOJYKTUBHICTh CHCTEMH.



HaykoBa HOBHM3HA I1i€i poOOTHM TmoOJsArae y po3poOIl Ta aHamizi
moaudikoBanoro aiaroputMy TOTP 3 Metoro mokpamieHHs mpouecy oOMeKeHHs
JIOCTYTY JI0 PECypCiB y BUCOKOHaBaHTaKEHUX cucTemax. Llei anroput™ BKITIO4Yae B
ceOe HOBI METOJIM reHepallii Ta Bepudikarlii oJHOpa30BUX MapoJliB Ha OCHOBI Yacy,
110 CIIPUSIE MABUIIECHHIO €(PEKTUBHOCTI, CTIMKOCTI Ta 0€3MEKH CUCTEM Y TTOPIBHAHHI
31 CTaHAAPTHUMH MeToaaMu ayTeHTugikamii. JloCHipKeHHST TaKoXX BpaxoBY€
ONTHUMI3alliI0 AITOPUTMY JI1 pOOOTH Y BHCOKOHABAaHTAXKEHUX CEpeOBHUIIAX, IO
BIJIPI3HAETHCS BiJ TMONEPEIHIX MIIXOIIB Ta € aKTyaJbHOIO HOBHU3HOIO Yy cdepi
KiOepOe3nekn Ta 3acTOCYBAaHHS aJITOPUTMIB ayTeHTU(IKAIli B Cy4YacCHHX
1H(opMaIIHHUX CUCTEMAaX.

IIpakTH4HA WiHHICTH OTpPUMaHI Pe3yJbTaTH JOCIIJKEHHS MalOTh BEIUKY
MPaKTUYHY IIHHICTH y cdepax Oi3Hecy, (piHAHCIB, €IEKTPOHHOI KOMEPITi Ta 1HIIHUX
chepax. BoHM MOXYTh CIYXKUTU OCHOBOIO JJi MOKpalIeHHsS 1H(POpMaIiiHOI
Oe3Mneku uepe3 po3poOKy Ta BIPOBAHKEHHS OUIBIT HAIMHUX CUCTEM 3aXUCTY JTAHUX
Ta METO/IIB aBTEHTU(IKAITIi.

AnpobGanisa podoru. OCHOBHI TMOJOXEHHS Oylu TMpeACTaBieHl Ta
obrooproBaimch Ha CXXXIV MixHaponHiii iHTepHeT-KoH(pepeHniii «CyuacHi
aCIeKTH PO3BUTKY HAyKM 1 TE€XHIKM B ymoBax BiiiHW» Ta LVVI MixHapogHoi
iHTepHeT-KoHpepeniii «Hayka 2023: JlocnipkeHHs Ta iHHOBAI1»

Ctpykrypa Ta 06csAr podoru. MaricTepchbka AHMCEpTallis CKIATAEThCS 3
BCTYIy, YOTHPbOX PO3/1IiB Ta BUCHOBKIB.

Y 6cmyni TpOBENEHO OIS 3arajbHOl XapaKTEPUCTHKU pPOOOTH, fKa
30pi€HTOBaHA HAa BAXKJIMBI ACMEKTH 1H(POPMAIlIifHOI OE3MeKH Ta HasBHI METOIU
3axucTy iHpopMmalrlii.

Ilepwuii po30in MOCHIKEHHS TPHUCBAYEHO aHAI3Yy KIFOUYOBUX AaCTEKTIB
KibepOe3nekn Ta poii MapojiB y 3axXUCTI OCOOMCTHX JdaHUX. AHAII3YIOUU I
acmeKkTH, OyJo BHUSBIEHO TOTEHIIal y TOKEHaX, 3aCHOBAaHMX Ha dYaci, fK
e(pEeKTUBHOMY  IHCTPYMEHTI  3a0e3leyeHHs THMYacoBOi Ta  YHIKaJIbHOI

imenTudikarii.



Y opyesomy pos3dini mpoBeneHO aHali3 PI3HOMAHITHUX METOJIB CTBOPEHHS
OJIHOPA30BUX IMaPOJIiB, BAOKPEMIICHO iX MepeBaru Ta HeAoiku. OHOopa30B1 mapoi
BUCTYMAIOTh BaXJIMBUM 1HCTPYMEHTOM Y 3aXMCTI JaHUX, a BUOIp KOHKPETHOTO
METO/1y TeHepallii 3aJIeKUTh BiJl KOHTEKCTY Ta BUMOT O0€3MEKU CUCTEMHU.

Po30in mpemiti cknagaeTbcs 3 JOCHIIPKEHHS Ta aHAI3y PI3HUX METOIB
IMIUIEMEHTAIlli anropuTMy OOMEXEHHS JOCTyIy [0 PEeCypciB 3a YacOBHM
napameTpoMm. OcHOBHa yBara mnpuaiieHa moaudikamii TokeHa Time-Based One-
Time Password (TOTP) ta oOrpyHTyBaHHIO BUOOPY KOHKPETHUX 1HCTPYMEHTIB Ta
METOJIIB JiJIsl Horo Moauddikartii.

Yemeepmuii po30in MICTUTh PE3yJbTaTH TECTyBaHHS MOJU(]PIKOBAHOTO
QITOPUTMY Ta MOKa3aB HOro BHCOKY LIBHJIKOJIIIO, €)EKTUBHICTh Y BUKOPHCTAHHI
pecypciB Ta CTIMKICTh /IO aTak.

Y 6ucHoskax npeAcTaBIeH] pe3yiabTaTy MPOBEACHOI pOOOTH.

Po6ora mpencraBiena Ha 103 apkymiax, MICTUTh MOCHJIAHHS Ha CITHCOK
BUKOPHUCTAHUX JIITEPATYPHUX JIKEPEIL.

KuouoBi ciioBa: ojHopa3oBi mapoi, kibepOesneka, aBTeHTU(DIKaLis], 3aXUCT

1H(dopmartii, kpunrorpadis, reHeparlis mapoiaiB, po3noBciomkeHHs napoiis, TOTP.



ABSTRACT

Actuality of theme. The master's dissertation is dedicated to the development
and analysis of the modified Time-Based One-Time Password algorithm for
restricting access to resources in high-load systems, significant in the realm of
cybersecurity and technology. In the modern digital environment, safeguarding
information against cyber threats is exceedingly relevant. High-load systems require
an efficient and rapid authentication method to ensure security and avoid resource
overload. The modified TOTP algorithm could become an effective tool for ensuring
security and reducing system load. Such research holds great significance in
enhancing protection methods and ensuring the resilience and speed of access in
high-load systems.

The object of the study is the use of the Time-Based One-Time Password
(TOTP) algorithm for restricting access to resources in high-load systems.

The subject of the research is the development and analysis of the modified
Time-Based One-Time Password (TOTP) algorithm to optimize and enhance
security in restricting access to resources in high-load systems.

The purpose of the work: is to study, develop, and evaluate the modified
Time-Based One-Time Password (TOTP) algorithm to enhance the efficiency and
security of access restriction to resources in high-load systems. The main goals
include analyzing existing access restriction methods, developing the modified
TOTP algorithm, identifying and assessing its advantages concerning efficiency,
reliability, and resilience against potential cyber threats. Additionally, the aim
involves defining optimal conditions and scenarios for implementing this algorithm
in high-load systems to ensure high security levels and mitigate negative impacts on
system productivity.

The scientific novelty is the purpose of this work is to develop and analyze a
modified TOTP algorithm aimed at improving the process of restricting access to
resources in high-load systems. This algorithm incorporates novel methods for
generating and verifying one-time passwords based on time, contributing to

increased efficiency, resilience, and security of systems compared to standard



authentication methods. The research also considers optimizing the algorithm to
operate in high-load environments, which distinguishes it from previous approaches
and presents significant novelty in the field of cybersecurity and the application of
authentication algorithms in modern information systems.

The practical value is the obtained research outcomes hold significant
practical value across various domains such as business, finance, e-commerce, and
others. They can serve as the foundation for enhancing information security by
developing and implementing more reliable data protection systems and
authentication methods.

Approbation of work. The main findings and ideas were presented and
discussed at the CXXXIV International Internet Conference "Current Aspects of
Science and Technology Development in Times of War" and the LV VI International
Internet Conference "Science 2023: Research and Innovation".

Structure and scope of work. The master's thesis comprises an introduction,
four chapters, and conclusions.

The introduction provides an overview of the general characteristics of the
work, focusing on crucial aspects of information security and existing methods of
information protection.

The first chapter delves into analyzing key aspects of cybersecurity and the
role of passwords in safeguarding personal data. Through this analysis, the potential
of time-based tokens as an effective tool for temporary and unique identification was
identified.

The second chapter involves an analysis of various methods for generating
one-time passwords, highlighting their advantages and disadvantages. One-time
passwords play a significant role in data protection, and the selection of a specific
generation method depends on the context and security requirements of the system.

The third chapter comprises the exploration and analysis of different methods
for implementing access restriction algorithms based on time parameters. It focuses
primarily on the modification of the Time-Based One-Time Password (TOTP) token

and justifies the selection of specific tools and methods for its modification.



The fourth chapter presents the results of testing the modified algorithm,
demonstrating its high speed, efficiency in resource utilization, and resistance to
attacks.

The conclusions section encapsulates the findings of the conducted research.
The thesis consists of 103 pages and includes a reference list of utilized literary
sources.

Keywords: one-time passwords, cybersecurity, authentication, information

security, cryptography, password generation, password distribution, TOTP.



