PEDEPAT

AKTyadbHicTh TeMH. 3axucT iHOpMAaIii, OJUH 13 HAWUBAKIMBIIIMX
aCIEeKTIB Cy4acHOIo CBITY. B emnoxy KOMIT'IOTEpHHUX TEXHOJIOTIM MaTepiasibHi
LIHHOCTI BIIXOASTh HA APYTUH IJ1aH, XTO BOJIO/I1€ 1H(POPMALII€L0, TOU 1 TOJTOBHUM.
Came TOMY KOXEH pPIK CTBOPIOETHCS 3aXMCT 13 MIHIMAJIBHUM PHU3UKOM HOTO
3noMy. ICHye Bennka KUTbKICTh 3aXHUCTy 1H(OpMaIlii, ajie B eM0Xy KOMIT'IOTEPHUX
TEXHOJIOTIH JUIs OUTBIIOCTI 3 HUX MO>KHA IMiAiOpaTy KoMOiHAIIIT 1 371aMaTH 3aXUCT
3a JIOMOMOIOI0 CHEIlaTi30BaHOrO KOIy. Y pe3yibTaTi BUHUK 3aXHCT JIaHUX
010METPUYHUMU 3aC00aMH, 3aBJISIKU SIKOMY ISl PO30JIOKYBAHHS 3aMiCTh apoJIiB
BUKOPHCTOBYIOTHCA JIaH1 TPO SKYy-HEOYb YacTHHY Tina BiacHuka. [Ipu crpobi
3]I0MYy KUIBKICTh BapiaHTIB Juisi migOopy Oyjae Haa3BUYaHO BEJIMKONO, 1
pEe3yNbTaT 3aJIEKUTH JIUIIE B/l CHCTEMHU ayTEeHTU(IKAIll Ta METOAY ii peami3alii.
Bepudikariis ocodu 3a 10moMororw ooauyus crajia ¢eKTUBHUM PIIICHHSIM IS
O6ioMeTpuyHOi 11eHTU(IKALii. Y KOHTEKCTI pO3KBITY IHPOPMaLIMHUX TEXHOJIOT1H
Ta OHPPOBOTO CYCHUIbCTBA, 30ip Ta 00poOKa OCOOMCTHX JaHUX CTaau
HEOJMIHHOIO CKJIaJJoBOIO OaraThox cdep Hamoro xuTTi. Po3poOHuku
MIPOrpaMHUX CHCTEM 30CEPEKYIOTh CBOIO yBary Ha e(peKTUBHIN Bepudikalii Ta
300pi pI3HOMAHITHUX JaHUX 3a JOMOMOTOK OOJWYYS JIFOJAWHHU. 3JaTHICTH
pO3Mi3HaBaHHS CKJIAJOBUX OOMMYYSl JO3BOJSIE BHUPINIMTH  PI3HOMAHITHI
3aBJaHHS, BKJIIOYAIOYM TOYHE BHM3HAUEHHS TOTO, IO MPEACTaBiIsie€ COOOIO
JOJICbKE 00y Ust. AHANMI3YIOYH €JIEMEHTH 00JINYYsi, MO>KHA BUSHAYUTH HACTPIH,
BIK, CTaTh Ta MOTOYHUN CTaH ocoOU. ABTOMAaTH30BaHA 1JeHTU]IKAIlIS €MOIIil,
BIKYy Ta CTaTi BUSBIISETbCS AKTyaJIbHOIO Y CyYaCHHUX CHUCTEMax 13 IITy4YHUM
1HTEJIEKTOM, SIKl TIOCTIHHO PO3BUBAIOTH CBOI MOXJIMBOCTI. Lled miaxin crpuse
MOKPAIICHHIO Ta MIJIHECEHHIO HAa HOBUU PIBEHb B3a€EMOJIi MIX JIIOAMHOK Ta

MalIuHOIO.



O06’exTOM IOCTIIKEHHsI € Tpolec po3poOKK Ta aHamizy Bepudikalii
KOpHCTyBaya Ta 300py JaHUX 332 OOIUIUSIM.

IIpenmeTroM foC/aigKeHHA € METOAM Ta aJrOPUTMU PO3Mi3HABAHHS
00JIMYYs JIOJJMHU B PEXKUMI PEAIbHOTO Yacy.

Meta po6otu: Meta nonsirae B po3poOlil Ta BIPOBAKEHHS MOJENI Ta
MeTony Bepudikallli KOpUCTYBadiB KOMITIOTEPHOI CHCTEMH 3a 300pakKeHHSIM
o0nmmuys. ['omoBHa MeTa mTOJSTae B CTBOPEHHI INBHIKOTO Ta JIETKOTO Y
HABaHTAKEHHI IHCTPYMEHTY JUTsl Bepudikairii Ta 300py JaHUX KOPUCTYBAUiB, 110
BUKOPUCTOBY€E TMEpesoBl METOoAM OO0poOKM Ta aHamizy oOnuyus. OCHOBHI
3aBJaHHS BKIIOYAIOTh B ceOe po3poOKy e(eKTUBHOI Mojenl sl BepHudikaiii
oci0, BUBYEHHS METOMIB pO3MI3HABAHHS €MOIlI Ta IHIIMX MapaMeTpiB 3a
BHUPA30M 00JIMYYSL.

HaykoBa HoBH3HA.

1. Komniexcuuit anami3 emorriii: Po3poOieHna Moaenb BpaxoBye He
JMIIE OCHOBHI €NeMeHTH oO0iuuus Aig Bepudikamii, ane u
BUKOPUCTOBYE QJITOPUTMU JJisi poO3Mi3HaBaHHsA emoriid. [le
JO3BOJISIE  CTBOPIOBATH OLIBII TOBHI Ta TOYHI Mpodimi
KOPHUCTYBauiB Ha OCHOBI iXHbOT'O €MOLIIITHOTO CTaHy.

2. AHauti3 Biky Ta ctaTi: B po60Ti BUKOPHCTOBYETHCS METO/ aHAITI3Y
00IMYYs ISt TOYHOTO BU3HAYCHHS BIKY Ta CTaTi KopucTyBada. Lle
PO3IINPIOE MOXIJIMBOCTI CHCTEMH 1 3a0e3medye OUTbI TITNOOKUH
Ta TOBHUY aHaII3 KOPUCTYBayiB.

3. Jlo/1aTKOB1 3aCTOCYBaHHA B CyYaCHUX TEXHOJOT11X: Po3po0nenuit
J0JIATOK MOKE€ MaTH 3HA4YCHHS I PI3HUX cdep, TaKuxX SK
pekJiaMa, colliaJibHl Mepexi, aHaAIITHKa KOPUCTYBauiB Ta Oe3nexa
nanux. lle BigkpwBae HOBI MEPCHEKTHBHU ISl 3aCTOCYBAHHS Y
Cy4acHOMY IHU(PPOBOMY CEPEIOBHUIITI.

IIpakTH4YHA HIHHICTB.



1. TlpoBeneHo TeopeTUYHUIM aHATI3 METO/IIB Ta MPUHOMIB pO3Mi3HABAHHS
00JMYYs, 110 CTaJI0 OCHOBOIO JUJISl MOAAIBIIOT TPOrpaMHoOi peasi3alii
Ta TIPOBEJICHHS JTOCIIIKEHHS PO3POOICHOTO METOY.

2. 31aTHICTh aHAII3yBaTH €MOILIIi I03BOJISE IEPCOHATI3YBAaTH B3a€EMO/III0
3 KOPUCTYBa4yeM.

3. IlpakTnuHa WLIHHICTH TOJISITaE y 3a0e3medeHHl Oe3MeKH, MOKpalleHHi
B3a€MO/I1i 3 KOPUCTyBayaMu Ta PI3HOMAHITHUX MOKJIMBOCTSX B cpepax
MapKETUHTY, aHATITUKA Ta COIIAIbHIX MEPEK.

Anpobanisi pe3yabTaTtiB aucepranii. Pi3HoOMaHITHI Mozel Ta METOAH
Bepudikallii KOpUCTyBauiB KOMITIOTEPHOI CUCTEMH 3a 300paKE€HHSM OOIUYUs
Oymu mpeacTaBieHl Ta 00rOBOPIOBAIKCS HA HAYKOBIN KOH(MEPEHIIli MariCTpaHTiB
Ta acrnipanTiB «lIpuknagna maremaTtuka ta komn 0TuHM» [IMK-2023 (Kuis, 28-
30 mucronana 2023 p.) Ta VI MixknapoaHa HaykoBa KoHpepeHiis «3100yTKu Ta
JIOCSTHEHHS TpUKIAAHUX Ta (QyHaameHTanbHuX Hayk XXI cTomiTTs»
(08.12.2023; m. Yepkacu, Ykpaina).

Ctpykrypa Ta obcsr podoTu. Maricrepchbka JucepTarlis CKJIaJIaeThCs 3
BCTYITY, YOTUPHOX PO3/ILJIiB, BACHOBKIB Ta 1oAaTKiB. [loBHUIA 00CsT quceprarii —
117 cropinok, y Tomy uuciai 80 CTOpIHKM OCHOBHOT'O TEKCTY, 36 pUCYHKA.

Y BcTyni OOGIPYHTOBYETHCS aKTyalIbHICTh POOOTH, BKa3yHOThCS MeTa 1
3aBJaHHA PpOOOTH, BHU3HAYAIOTHCA O0'€KT 1 TPEAMET  JOCIHIIKCHHS,
OOTpYHTOBYEThCS iH(POpMAITiitHa Oa3a TOCHIHKEHb Ta MTOAA€THCS KOPOTKHH 3MICT
poboTH.

VY nepmioMy po3aiii po3risgatoTbCs BUAU 010METPUYHUX METOMIB 3aXHUCTY

iHbopmartii. JlochmiKyIOThCS ICHYIOUl MAXOAHW IO PO3Mi3HABaHHS O0IAYYS,
emoliii, BIKy Ta crati. Posrnsgatorbes 00JacTi  3acTOCYBaHHA — Ta
BUOKPEMJIIOIOTHCS  TPYAHOILI, III0 BHUHUKAIOTh TI1J Yac pPO3MI3HABaHHS.
[IpoBomuThCA aHalli3 OCHOBHUX TOHATH B cepi pO3Mi3HABAHHS, a TaKOXK

3MIICHIOETHCS TIOPIBHSUIBHUM aHAITI3 ICHYIOUMX CUCTEM PO3Mi3HABaHHS.



Y napyromy po3aun TpPOBOAUTHCA MOPIBHSJIBHHMM aHalli3 METOJIB Ta

NpUiiOMiB pO3Mi3HABaHHA O0JMYYs, BIKy, CTaTi Ta eMoIiil moxei. Bxazani
repeBaru Ta HeJIOJIIKH METOIIB.

B TpetboMy po3/iiti MPOBOIUTHCS aHalli3 Ta apryMeHTallisi BUOopy 3aco0iB

JJI1 BIIPOBAIKCHHS CUCTEMHO1 Imporpamu.

B derBeprOoMYy poO3idl  pO3TISAAETHCS TPOLIEC PO3POOKH MoOJenei

CUCTEMHU, apXITEKTYpH Ta alroputMmy Bepudikauii kopuctyBadiB. ONucyoTbCs
MeTa Ta (DYHKIIOHAN JOJaTKa, a TAKOX PO3TISAAETHCS aITOPUTM B3aEMOJIT 3
J0JIATKOM, TPOBOJUTHCA TMEpeBipKa HOro (yHKIIIOHATBHOCTI Ta HAIAIOThCS
peKoMeHAaIli o0 HOro BUKOPUCTAHHS.

VY BUCHOBKax MpeACTaBJICHI pe3yJabTaTH MIPOBEICHOT POOOTH.

KuirouoBi ciioBa: po3nizHaBaHHs 00IM4YYs1, MOJIETb Ta METOT BepUQIKailli,

Bepu(ikalliss KOpUCTyBaviB, 301p JaHUX.



ABSTRACT

Actuality of theme. Information security is one of the most crucial aspects
of the modern world. In the era of computer technologies, material values take a
back seat, and those who possess information are in control. That's why every
year, security with minimal risk of breach is developed. There are humerous
information protection methods, but in the age of computer technologies, many
of them can be cracked. As a result, biometric data protection emerged, allowing
the use of owner's body part data instead of passwords for unlocking. In an
attempt to breach, the number of possible combinations becomes exceptionally
large, and the outcome depends solely on the authentication system and its
implementation method. Facial recognition has become an effective solution for
biometric identification. In the context of the booming information technologies
and the digital society, the collection and processing of personal data have
become an essential component of many aspects of our lives. Software developers
focus on efficient verification and data collection using facial features. The ability
to recognize facial components allows solving various tasks, including accurately
determining the nature of a human face. Analyzing facial elements enables the
identification of mood, age, gender, and the current state of the individual.
Automated identification of emotions, age, and gender becomes relevant in
modern artificial intelligence systems that continuously enhance their
capabilities. This approach contributes to the improvement and elevation of
human-machine interaction to a new level.

The object of the study is the process of developing and analyzing user

verification and facial data collection.
The subject of the study includes methods and algorithms for

recognizing a person's face in real-time.



Purpose: The goal is to develop and implement a model and method for
user verification in a computer system based on facial detection. The main
objective is to create a fast and lightweight tool for user verification and data
collection that employs advanced facial processing and analysis methods.
Key tasks include developing an efficient model for person verification,
exploring methods for emotion recognition, and analyzing other parameters
based on facial expressions.

The scientific novelty of the work:

1. Comprehensive Emotion Analysis: The developed model not only
considers basic facial elements for verification but also employs
algorithms for emotion recognition. This enables the creation of more
comprehensive and accurate user profiles based on their emotional
state.

2. Age and Gender Analysis: The study utilizes facial analysis methods
for precise determination of user age and gender. This expands the
system's capabilities and ensures a deeper and more thorough analysis
of users.

3. Additional Applications in Modern Technologies: The developed
application can be valuable in various domains such as advertising,
social networks, user analytics, and data security. This opens up new
perspectives for application in the contemporary digital environment.

The practical value:

1. Theoretical analysis of facial recognition methods and techniques has
been conducted, serving as the foundation for the subsequent software
implementation and investigation of the developed method.

2. The ability to analyze emotions allows for personalized interaction

with the user.



3. The practical value lies in ensuring security, enhancing user
interactions, and various opportunities in the fields of marketing,
analytics, and social networks.

Work approbation. The results and conclusions were presented and
discussed at the scientific conference of undergraduate and postgraduate
students "Applied Mathematics and Computer Science™ PMC-2023 (Kyiv,
27-30 November 2023) and the VI International Scientific Conference
"Achievements and achievements of applied and fundamental sciences of the
XXI century” (08.12.2023; Cherkasy, Ukraine).

Structure and scope of the work The master's thesis consists of an
introduction, four chapters, conclusions and appendices. The total volume of
the thesis is 117 pages, including 80 pages of the main text, 36 figures.

The introduction justifies the relevance of the work, outlines the goals

and objectives, defines the object and subject of the research, substantiates
the informational foundation of the study, and provides a brief overview of
the work.

The first section discusses various types of biometric information

protection methods. Existing approaches to facial, emotional, age, and gender
recognition are investigated. Application areas are discussed, and challenges
during recognition are identified. An analysis of fundamental concepts in the
recognition field is conducted, along with a comparative analysis of existing
recognition systems.

The second section presents a comparative analysis of methods and

techniques for facial, age, gender, and emotion recognition. The advantages
and disadvantages of these methods are specified.

The third section analyzes and justifies the selection of tools for

implementing the system program.

The fourth chapter describes the development of system models, system

architecture, and user verification algorithms. It outlines the goals and



functionality of the application, examines the application's workflow, verifies
its functionality, and provides recommendations for its usage.

The conclusion presents the results of the work carried out.

Keywords: facial recognition, model and verification method, user

verification, data collection.



