PE®EPAT

AKTyaubHicTh TemH. [luTaHHS BHU3HAa4YeHHs CMOCOOIB 3a0€3MEYEHHS
uuticHocti Ib nmepeOyBae Ha ctajii po3pooku. [IpoTe 6€3yMOBHO 3a0e3neYeHHs
iHQOpMaILITHUX TEXHOJIOTIA HAAIWHUMHM CHUCTEeMaMHu 3axHuCTy MOTpebye
Cy4YaCHUX Ta IHHOBALIIMHUX PIIIECHb.

Texnomoris Blockchain HaGyia 7OCUTH BETMKOT MOMYJISIPHOCTI, aJ[Ke JTaHa
TEXHOJOTIA Tmepeaae iHGopMmalilo HaIIMHUM Ta HE3JIaMHUM CIIOCOOOM.
DakTUYHO BOHA € YHIBEpCAJIbHUM CIIOCOOOM JiJist 30epiranHs Ta 0OOpoOKH JTaHUX.
Ha nanomy erami po3sutky IT 3axuct iHdopmalii Bce Oublie aganTyeThes 10
TEXHOJIOT1i  OJIOKUeWH, Hajali 11eé JO3BOJIMTh TapaHTyBaTH  Oe3MeKy
KOH(1IeHIIHHOT 1H(OopMaIlli KOpUCTyBaya.

00'exTom nocaimkenns € texuonoriss Blockchain nis crBopenHs
CHUCTEMHM 3axHCTy iH(opMalliiHoi 6e3neku Ta Ha 0a3i 3a1aHoi TeXHOoJIOT1i 0yII0
CTBOPEHO B POOOTI MPUBATHUM OJIOKYEHH Ta B HbOMY CMapT-KOHTPaKT. B ocHOBI
CMapT-KOHTPAKTY JIEXKUTh 171€s1 3aXUCTY NMEPCOHAIBHUX JaHUX B cepl 310pOB's.
Jl1s1 3py4HOi B3aeMOJIiT 31 CMapT-KOHTPAKTOM OYJI0 CTBOPEHO BEO-/101aTOK.

MeTo10 € po3poOKa HAAIHHOT CUCTEMH JIJIA B3a€MOJI1 JIiKaps Ta TMallieHTa
3 3axXMCTOM BiJ] HECAHKI[IOHOBAHOTO JOCTYIYy IO TMEPCOHAIBHUX JaHUX
KOpPHUCTyBaya y BUTJISAI BeO-10/aTKy 3 BUKopucTaHHsAM TexHouorii Blockchain
HAa OCHOBI CMapT-KOHTPAKTy. A TaKoX BHUBUEHHS TEOPETUYHOTO MiIIPYHTS
npobiieM 3axucTy iHGopMalliiHoi 6e3nekn Ta TexHoorii Blockchain.

B npormieci pob6oTu Haj JaHOO THUCEPTAIliEro OYII0:

® JIOCT/DKEHO OCHOBHI pPI3HOBHAM 3arpo3 iHdopmariiiHid Oe3merr,

NPUYMHUA X BUHUKHEHHS Ta METOAM 3a0e3redeHHs iHGopmarliitHoi
Oe3meKy;
® jochipkeHo ocobmuBocTi TexHomorii Blockchain, mpunamun po6oTw, ii

BUKOPHUCTAHHS B CY4YaCHOMY CBITI;



e po3rsaHyTO wiatdhopmy pearizaiii Texuosorii Blockchain — Ethereum
Ta JOCHKEHO NPUHIMO poOOTH CMapT-KOHTPAKTIB Ha JaHId
matopmi;

® po3po0JIEHO CTPYKTYpY IpUBaTHOI Mepexki Ha riatgopmi Ethereum;

® pPO3po0JIeHO Ta OMYyOJIKOBAaHO CMApPT-KOHTPAKT Yy JaH1i MEPexi;

® po3p00JIEHO BEO-10AATOK JIJIl BUKOPUCTAHHS CMApPT-KOHTPAKTY.

HaykoBa HoBH3HA: Brepmie OyJ0 3alpONOHOBAHO BHKOPHUCTAHHS
OJIHOpaHroBoi po3noaiieHoi cuctemu [PFS nis 36epexxenns QaitniB oTpumMaHH1
y pe3yibTaTi oOMiHy 1H(OpMaIlil MalieHTy 3 JiKapeM 4Yepe3 CMapT-KOHTPAKT
MoBoto mporpamyBanus Solidity wa maardopmi Ethereum; 3ampomonoBano
oprasizaiito meroay Bzaemoii IPFS ta ctmapT-KoHTpakKTy.

IpakTUyHa HiHHICTH OTPUMAHUX B pOOOTI pe3y/IbTaTIB MOJISATAE B TOMY,
IO 3aIpONMOHOBAHUI CcHOCiO 103BOJIsiE 30UTBLIUTH PiBEHb 1H(POPMAIIHOT
0e3MeKkH, YHEMOKIMBUTH HECAHKIIIOHOBAHUI JTOCTYII 10 JaHUX Ta MOJETIIUTh
B32EMOIIII0 Ta KOMYHIKAI[IF0O MK JIFOABMU NP Nepeadl JaHuX.

Anpobanisi po6oTu. OCHOBHI TOJOXEHHS 1 pe3yJbTaTd PoOOTH Oyiu
Ipe/ICTaBlIeH] Ta 0OTOBOPIOBATUCH Ha XV HAyKOBiM KOH(EPEHIIiT MariCTpaHTiB
Ta acripaHTiB «[Ipukiagna matematuka Ta komm rotuary [IMK-2022 (Kuig, 16-
18 mucromama 2022 p.) ta XVII Mixnaponnoi MoioaixkHOI HayKOBO-
npakTudHoi KoH(pepeHiii «IcTopis po3BUTKY HayKd, TEXHIKK Ta ocBiTH» (Kuis,
23 ksitHs 2019 p.)

CTpykTypa Ta 00csr podoTn. Marictepchka JucepTallis CKIaTaeThCs 3
BCTYIY, TPHOX PO31IIIB Ta BUCHOBKIB.

V ecmyni momaHo 3arajpbHy XapaKTEPHCTHKY poOOTH 1H(MOpMAaIliiHIN
Oesrelli, ICHyIOYIM pillleHHAM 3a0e31eueHHs 1HHOPMAIiHOTO 3aXUCTY.

YV nepwiomy po30ini po3rIITHYTO PO3IMOJIICHHI CUCTEMH, iX BHIH Ta
BJIACTHUBOCTI, a TAKOX 3aCO0U POOOTH 3 PO3MOIIICHUMH CUCTEMAMH.

YV opyeomy po30ini 3ampomnOHOBAHO BHUKOPUCTAHHS PO3MOIIJICHUX

cucreM, ais 30epiranHs naHux. Posrmsnyrto cuctemy IPFS nns 30epiranus



daiinis, 1 npuHuun podotu Ta TexHosorii Blockchain, npuniun pobotu ta
nepeBaru 1 HeJIOMKH.

YV mpemvomy po30ini HaBeIEHO OCOOJMBOCTI peaiizailii MporpaMHOro
KOMILJIEKCY CIIOCO0Y.

V eucnoskax npenctaBieH1 pe3ysibTaTy MPOBEAECHOI pOOOTH.

PoGoTa mpencraBieHa Ha apkyliax, MICTUTh MOCWIAHHS Ha CIHCOK
BUKOPUCTAHUX JIITEPATYPHUX JIKEpET.

Kuarwuogi cioBa: indopmariitna 6e3mneka, Texnomnoris Blockchain, cmapt-

KOHTPAKTH, aIrOpUTM KoHceHcycy, Ethereum, Solidity, Remix, Ganache.



ABSTRACT

Actuality of theme. The issue of determining ways to ensure the integrity
of IS is at the development stage. However, the absolute provision of information
technologies with reliable protection systems requires modern and innovative
solutions.

Blockchain technology has gained quite a lot of popularity, because this
technology transmits information in a reliable and unbreakable way. In fact, it is
a universal way to store and process data. At this stage of IT development,
information protection is increasingly adapting to blockchain technology, which
will further ensure the security of the user's confidential information.

The object of research is Blockchain technology for creating an
information security protection system, and a private blockchain and a smart
contract were created in the work based on the given technology. At the heart of
the smart contract is the idea of protecting personal data in the field of health. A
web application was created for convenient interaction with the smart contract.

The goal is to develop a reliable system for doctor-patient interaction with
protection against unauthorized access to the user's personal data in the form of a
web application using Blockchain technology based on a smart contract. As well
as the study of the theoretical basis of the problems of protecting information
security and Blockchain technology.

In the process of working on this dissertation there was:

e the main types of threats to information security, their causes and

methods of ensuring information security were investigated,



e the peculiarities of Blockchain technology, the principle of operation, its

use in the modern world were investigated,;

e the Blockchain technology implementation platform — Ethereum was

considered and the principle of operation of smart contracts on this

platform was investigated,;

e the structure of a private network on the Ethereum platform was

developed;

e developed and published a smart contract in this network;

e developed a web application for using a smart contract.

Scientific innovation: for the first time, the use of a peer-to-peer distributed
IPFS system was proposed for saving files obtained as a result of exchanging
information between a patient and a doctor through a smart contract in the
Solidity programming language on the Ethereum platform; the organization of
the interaction method of IPFS and the smart contract is proposed.

The practical value of the results obtained in the work is that the proposed
method allows to increase the level of information security, prevent unauthorized
access to data and facilitate interaction and communication between people
during data transfer.

Approbation of work. The main provisions and results of the work were
presented and discussed at the XV Scientific Conference of Master's and
Postgraduate Students "Applied Mathematics and Computing" PMK-2022 (Kyiv,
November 16-18, 2022) and the XVII International Youth Scientific and Practical
Conference "History of the Development of Science , technology and education”
(Kyiv, April 23, 2019)

Structure and scope of work. The master's thesis consists of an
introduction, three chapters and conclusions.

The introduction provides a general description of information security,

existing solutions for information protection.



The first chapter discusses distributed systems, their types and properties,
as well as means of working with distributed systems.

The second section proposes the use of distributed systems for data storage.
The IPFS system for file storage, its principle of operation and Blockchain
technology, principle of operation and advantages and disadvantages are
considered.

In the third section, the peculiarities of the implementation of the software
complex of the method are given.

The results of the work are presented in the conclusions.

The work is presented on sheets, contains links to the list of



